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Department of Digital Design
Faculty of Information Technology
Czech Technical University in Prague
Thákurova 9
160 00 Prague 6
Czech Republic

Copyright © 2025 Josef Koumar

ii



Abstract and contributions

This dissertation thesis deals with the advancement of network threat detection method-
ologies through the application of systematic time series analysis. As modern network
security faces a critical visibility gap due to the near-universal adoption of encryption, tra-
ditional payload-based inspection has become largely ineffective. This research addresses
this challenge by defining a taxonomy for network-derived time series to model behavioral
and temporal dependencies inherent in encrypted traffic. By treating network metadata
as temporal signals, the dissertation thesis develops novel detection mechanisms for iden-
tifying malicious activity, ranging from botnet Command and Control (C&C) channels to
sophisticated data exfiltration and Distributed Denial of Service (DDoS) attacks, without
requiring access to unencrypted payloads.

In particular, the main contributions of the dissertation thesis are as follows:

1. Formalization of a taxonomy for network time series that enables the granular analysis
of temporal patterns for precise threat characterization.

2. Development of threat detection methodologies for encrypted traffic by analyzing the
Single flow time series

3. Design of specialized periodicity mining algorithms for Flow time series to expose
automated heartbeat patterns and periodic behaviors characteristic of malware and
botnet communications.

4. Application of unsupervised forecasting-based methods for outlier detection, target-
ing network intrusions that deviate from established historical traffic baselines.

5. Proposed integration of Large Language Models (LLM) to automate the explanation
of detected anomalies to get insights for human analysts.

Keywords: Threat Detection, Network Security, Encrypted Traffic Analysis, Anomaly
Detection, Time Series, Time Series Analysis, Network Monitoring
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Abstrakt

Tato disertačńı práce se věnuje pokroku v metodikách detekce śı̌tových hrozeb prostřednictv́ım
aplikace systematické analýzy časových řad. Vzhledem k tomu, že moderńı śı̌tová bezpečnost
čeĺı kritickému nedostatku vhledu do dat v d̊usledku šifrováńı téměř veškeré komunikace,
tradičńı inspekce založená na obsahu paket̊u se stala v podstatě nepoužitelnou. Výzkum v
této disertačńı práci na tuto výzvu reaguje definováńım taxonomie časových řad ze śı̌tového
provozu pro modelováńı behaviorálńıch a časových závislost́ı v šifrovaném provozu. Tato
práce vyv́ıj́ı inovativńı detekčńı mechanismy pro identifikaci škodlivých aktivit, od Com-
mand and Control (C&C) komunikace botnet̊u až po sofistikovanou exfiltraci dat a útoky
typu Distributed Denial of Service (DDoS), a to vše bez nutnosti př́ıstupu k nešifrovanému
obsahu.

Konkrétně jsou hlavńımi př́ınosy této disertačńı práce:

1. Formalizace taxonomie časových řad ze śı̌tového provozu, která umožňuje granulárńı
analýzu časových vzorc̊u pro přesnou charakterizaci hrozeb.

2. Vývoj metodik detekce hrozeb v šifrovaném provozu pomoćı analýzy časových řad
uvnitř jednotlivých tok̊u.

3. Návrh specializovaných algoritmů pro dolováńı periodicity v časových řadách z v́ıce
tok̊u za účelem odhaleńı automatizovaných vzorc̊u typu heartbeat a periodického
chováńı charakteristického pro malware a komunikaci botnet̊u.

4. Aplikace metod založených na předpov́ıdáńı pro detekci odlehlých hodnot, zaměřená
na śı̌tové hrozby, které se odchyluj́ı od historického chováńı.

5. Návrh integrace velkých jazykových model̊u (Large Language Models (LLM)) pro
automatizovanou interpretaci detekovaných anomálíı s ćılem poskytnout srozumitelné
vysvětleńı abnormality pro lidské analytiky.

Kĺıčová slova: Detekce hrozeb, Bezpečnost śıt́ı, Analýza šifrovaného provozu, Detekce
anomálíı, Časové řady, Analýza časových řad, Monitorováńı śıtě
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Richard Plný deeply for being the nicest person in the office, who made me laugh many
times, especially when he had a dolphin stuffed animal or placed online bets.

I thank my colleagues for their assistance in numerous instances, both with research
and personal decisions. Special thanks go to Dominik Soukup, Pavel Šǐska, Václav Bartoš,
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Definition 0.0.1 (Utopit komouše). The recipe for this famous drink is as follows:

1. Add vodka

2. Add griotka (english: cherry liqueur)

3. Shaken, not stirred

I recommend drinking one shot in the morning and one shot before sleep to increase
your academic productivity.

vi



Dedication
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Chapter 1

Introduction

Network monitoring plays a crucial role in the overall computer security management [59,
90]. Compared to protections deployed on end devices (such as AntiVirus software),
network-based systems can protect infrastructure against users’ sloppiness, policy viola-
tions, or intentional attacks from the inside [59]. Central to this strategy are Intrusion
Detection System (IDS) and Intrusion Prevention System (IPS). An IDS acts as a passive
monitoring tool that analyzes network traffic for signs of malicious activity or policy vio-
lations, alerting administrators when threats are detected. In contrast, an IPS is an active
extension of an IDS that not only detects but also attempts to block or prevent detected
activities in real-time. These systems typically rely on signature-based detection, which
matches traffic against known attack patterns (e.g., Snort or Suricata).

To achieve high-fidelity detection, these systems often employ Deep Packet Inspection
(DPI). Unlike standard packet filtering that only examines network headers (such as IP
addresses and ports), DPI inspects the actual payload of the packet. By reassembling data
streams, DPI can identify specific applications, extract metadata, and detect malware
signatures hidden within the application layer. However, the efficacy of DPI is intrinsically
linked to the visibility into the packet payload.

However, maintaining network security has become increasingly challenging in recent
years due to mass traffic encryption and consequent reduced visibility [223]. Because
DPI cannot inspect encrypted payloads without a decryption proxy, its utility is severely
limited. Implementing such proxies is often unfeasible in large-scale infrastructures [18],
such as Internet Service Provider (ISP) networks, due to performance bottlenecks and
privacy concerns. Moreover, the encryption of Transport Layer Security (TLS) certificates
in TLS 1.3 [192], the deployment of encrypted Domain Name System (DNS) [88], and the
Encrypted Client Hello (ECH) proposal [193] have removed the few remaining unencrypted
fields essential for effective threat detection.

Therefore, packet-based monitoring loses a significant portion of its benefits, as pro-
cessing individual packets becomes computationally expensive with diminishing returns.
Modern IDS must instead work in conjunction with the remaining observable metadata,
which primarily consists of unencrypted protocol fields, volumetric values, and packet
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1. Introduction

timestamps [247]. The combination of these features can be used to create a time series.

1.1 Motivation

Network traffic is inherently temporal, meaning that every packet or flow record is times-
tamped and carries numerical attributes (e.g., packet sizes, inter-arrival times). Both
timestamp and numerical attributes reflect the underlying generating process. For this
reason, representing traffic as a time series is a natural choice for modeling network traffic.
Importantly, time already appears in many detection pipelines as an explicit feature [5,145],
which indicates that temporal information is useful in practice.

This matters in threat detection because many security incidents are not single events
but temporal processes. For example, communication between an infected host and a
Command and Control (C&C) infrastructure often exhibits time-dependent structure such
as periodic beaconing, bursts, or stage changes over time [82,186,236]. In other words, the
“shape” of traffic over time can carry a discriminative behavior. Consequently, applying
Time Series Analysis (TSA) to time series obtained by monitoring network traffic can
reveal complementary information for monitoring systems.

The statistical view of time series supports multiple monitoring tasks, such as network
traffic classification and anomaly detection. However, most current approaches emphasize
classification via so-called Sequence of Packet Lengths and Times (SPLT), where a short
sequence of packets is fed into a Deep Learning (DL) model [5, 145]. While effective for
supervised recognition typically do not treat TSA itself as a first-class tool for extracting
and reasoning about temporal structure. As a result, systematically leveraging TSA for
threat detection remains an underexplored direction in the current State of the Art (SOTA).

From an operational perspective, deployability is an additional gap. Even when TSA
methods are promising in controlled evaluations, their practical adoption in real networks
is not sufficiently addressed in the SOTA. The larger and faster the target network, the
more constraints arise (e.g., throughput, memory, latency, and robustness to traffic drift),
making deployment in high-speed ISP environments a crucial challenge. Therefore, design-
ing TSA methods that remain effective under realistic operational constraints is essential
for advancing network traffic threat detection.

1.2 Problem Statement

This dissertation thesis aims to identify suitable algorithms and mathematical methods for
detecting security threats in high-speed encrypted network traffic using TSA. Therefore,
the special focus is taken on the deployability of the proposed approaches in real-world
networks. The topic uses the fact that the regularity and temporal characteristics of
communication are significantly dependent on the types of applications and their use.
Network communication often exhibits specific behaviors observable at the network layer.
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1.3. Goals of the Dissertation Thesis

The detection of security threats is of high importance for the defense of the network
infrastructure. The TSA of time series from network traffic is a non-trivial task for which
there is currently no reliable universal solution. Moreover, in a network traffic environment,
there are typically large volumes of data that must be processed within a short timeframe
(due to early detection), which complicates the solution.

The foundation will be research in the field of the possible use of TSA methods, proba-
bilistic models, and artificial intelligence algorithms. While the goal will be novel detection
methods deployable in the real (ISP) environment.

1.3 Goals of the Dissertation Thesis

The overall goal of the dissertation thesis is to use TSA of network traffic for the deployable
detection of security threats. The overall goal can be divided into the following sub-goals:

1. Creation and description of time series from network traffic.

2. Research, design, and development of the detection of network security threats using
TSA.

3. Evaluation of the deployability of proposed detection methods.

4. Creation and publication of network traffic time series datasets for the research com-
munity.

1.4 Overview of the Dissertation Thesis

This dissertation proposes deployable TSA approaches for detecting threats in high-speed
encrypted ISP traffic by shifting from packet payload inspection toward temporal patterns
of network traffic. The overview of the dissertation thesis is shown in Figure 1.1.

In the dissertation thesis, three types of time series were proposed: Single flow time
series, Flow time series, and Aggregated time series. These time series types have different
properties, advantages, and disadvantages, which were described in the thesis author’s
paper [A.1]. Moreover, each time series type enables the creation of different methods
resulting in threat detection using TSA.

The Single flow time series were analysed for threat detection as shown in the left
pillar of Figure 1.1. First, in the thesis author’s paper [A.2], a method was proposed
for classifying network traffic and detecting security threats using the TSA of Single flow
time series. This approach was further improved to be deployable in the thesis author’s
paper [A.3], where the NetTiSA flow was proposed. The universal detection of security
threats using NetTiSA flow is possible even in high-speed ISP networks. Moreover, the
NetTiSA flow achieves similar results to the best SOTA methods specially designed for the
detection of one type of threat.
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Figure 1.1: Overview of the dissertation

The Flow time series were analysed for threat detection as shown in the middle pillar of
Figure 1.1. First, the periodicity detection method for network traffic classification of ap-
plications, services, and operating systems was proposed in the thesis author’s paper [A.4].
This method was further improved in the thesis author’s paper [A.5], with an application
to threat detection, specifically in the context of cryptomining detection. And finally, the
method was applied to the detection of botnets C&C communication, as presented in the
thesis author’s paper [A.6].

The Aggregated time series were analysed for threat detection as shown in the right
pillar of Figure 1.1. First, the novel dataset, called CESNET-TimeSeries24, of aggregated
time series of traffic from high-speed IPS network was created and published in the the-
sis author’s paper [A.7]. The created Aggregated time series served for the evaluation
of the detection of abnormalities using forecasting-based methods. In the thesis author’s
paper [A.8], an anomaly detection system was proposed, which successfully enables de-
ployment of abnormality detection into high-speed networks. However, anomaly detection
typically flags a large number of observations that are abnormal but not necessarily threats.
Therefore, a novel approach published in the thesis author’s paper [A.9] explains these ab-
normalities using Large Language Models (LLM).

1.5 Structure of the Dissertation Thesis

The thesis is organized into 7 chapters as follows:

Chapter 1 Introduction : Describes the motivation behind the thesis author’s effort
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and goals. There is also a list of contributions to this dissertation thesis.

Chapter 2 Background and State-of-the-Art : Introduces the reader to the neces-
sary theoretical background and surveys the current state-of-the-art.

Chapter 3 Time Series from Network Traffic : Presents and describes the creation
and properties of multiple network traffic time series, which are used in the thesis or
are related to the thesis.

Chapter 4 Threat Detection using Single Flow Time Series Analysis : Describes
a novel approach of threat detection based on TSA inside the IP flow exporter.

Chapter 5 Threat Detection using Multi-Flow Time Series Analysis : Gives in-
sight into a novel approach for detecting security threats based on periodic behaviors
within IP flow time series.

Chapter 6 Threat Detection using Aggregated Time Series Analysis : Describes
a novel approach for detecting and explaining abnormalities within aggregated net-
work traffic time series.

Chapter 7 Conclusions : Summarizes the results of our research, suggests possible top-
ics for further research, and concludes the thesis.

1.6 Author’s Publications Used in the Dissertation Thesis
and His Contribution

The text in the dissertation thesis is based on the following published journal or conference
papers. This section summarizes the thesis author’s contribution to each paper.

Publication [A.1]: Josef Koumar, Tomáš Čejka; Unevenly spaced time series from net-
work traffic

The author of this thesis created an experimental dataset and performed
all the experimental evaluations described in the publication; besides, he also
contributed to the writing. Tomáš Čejka helped with the writing of the initial draft
and handled funding.

Publication [A.2]: Josef Koumar, Karel Hynek, Tomáš Čejka; Network traffic classifi-
cation based on single flow time series analysis

The author of this thesis proposed the novel method presented in the paper,
performed all the experimental evaluations described in the publication, and
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also contributed to the writing. Karel Hynek (fellow PhD student at the time of writing
this paper) helped design the evaluation methodology and contributed to the writing.
Tomáš Čejka handled funding and performed a review of the initial draft.

Publication [A.3]: Josef Koumar, Karel Hynek, Jaroslav Pešek, Tomáš Čejka; Nettisa:
Extended ip flow with time-series features for universal bandwidth-constrained high-speed
network traffic classification

The author of this thesis proposed the novel method presented in the pa-
per, performed all Machine Learning evaluations described in the publication,
contributed to the writing, and handled the review process. Karel Hynek (fellow
PhD student at the time of writing this paper) helped design the evaluation methodology,
contributed to the writing, and helped during the review process. Jaroslav Pešek (fellow
PhD student at the time of writing this paper) evaluated the deployment of the proposed
method to the real-world networks, contributed to the writing, and helped during the
review process. Tomáš Čejka handled funding and performed a review of the initial draft.

Publication [A.4]: Josef Koumar, Tomáš Čejka; Network traffic classification based on
periodic behavior detection.

The author of this thesis proposed the novel method presented in the paper,
created an experimental dataset, and performed all the experimental evalua-
tions described in the publication; besides, he also contributed to the writing.
Tomáš Čejka helped with the writing of the initial draft and handled funding.

Publication [A.5]: Josef Koumar, Richard Plný, Tomáš Čejka; Enhancing DeCrypto:
Finding Cryptocurrency Miners Based on Periodic Behavior

The author of this thesis proposed the novel method presented in the paper,
performed the experimental evaluations of the method, and also contributed to
the writing. Richard Plný (master student at the time of writing of this paper) proposes a
combination of novel methods with the DeCrypto framework, evaluates the performance of
the Enhanced DeCrypto framework, and contributed to the writing. Tomáš Čejka handled
funding and performed a review of the initial draft.

Publication [A.6]: Dominik Oškera, Josef Koumar, Aľzběta Pokorná, Kamil Jeřábek,
and Tomáš Čejka; Botnet Detection Through Periodic Patterns in Command-and-Control
Network Traffic
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Dominik Oškera (the thesis author’s bachelor’s student) captured malware traffic, fi-
nalized the dataset, and handled the modeling. The author of this thesis proposed
the methodology of capturing the dataset and detection of botnets, captured
benign traffic, and also contributed to the writing. Alžběta Pokorná (fellow PhD
student at the time of writing the paper) performed a review of the methodology, dataset,
and initial draft. Kamil Jeřábek (fellow PhD researcher at the time of writing the pa-
per) contributed to the writing and reviewed the methodology and dataset. Tomáš Čejka
handled funding.

Publication [A.7]: Josef Koumar, Karel Hynek, Tomáš Čejka, Pavel Šǐska; CESNET-
TimeSeries24: Time Series Dataset for Network Traffic Anomaly Detection and Forecast-
ing

The author of this thesis proposes the time series metrics, designs and im-
plements the architecture for collecting time series metrics, preprocesses data
to the final version of the dataset, writes the initial draft, and handles the
review process. Karel Hynek (fellow PhD researcher at the time of writing this paper)
handled the application to the ethical committee, reviewed methodology and metrics, con-
tributed to the writing, and helped with the review process. Tomáš Čejka handled funding.
Pavel Šǐska built the monitoring infrastructure for dataset capture.

Publication [A.8]: Josef Koumar, Jaroslav Pešek, Kamil Jeřábek, Tomáš Čejka; To-
wards building network outlier detection system for network traffic monitoring

The author of this thesis proposes the anomaly detection system, imple-
ments the code of the system, deploys the system into the network, evaluates
the measurement, and contributes to the writing. Jaroslav Pešek (fellow PhD stu-
dent at the time of writing the paper) reviewed the code of the system, helped with the
analysis of the measurements, analysis of similar existing systems, and contributed to the
writing. Kamil Jeřábek (fellow PhD researcher at the time of writing the paper) reviewed
the code of the system, proposed a methodology of evaluation, and contributed to the
writing. Tomáš Čejka handled funding.

Publication [A.9]: Kamil Jeřábek, Josef Koumar, Jiř́ı Setinský, Jaroslav Pešek; Ex-
plainable Anomaly Detection in Network Traffic Using LLM

Kamil Jeřábek (fellow PhD researcher at the time of writing the paper) proposed the
idea of the paper and methodology, helped with evaluation, and contributed to the writing.
The author of this thesis contributed to the ideation of the paper, reviewed
the methodology, helped with the evaluation, and contributed to the writing.
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Jǐŕı Setinský (fellow PhD student at the time of writing the paper) helped with evaluation
and contributed to the writing. Jaroslav Pešek (fellow PhD student at the time of writing
the paper) performed a review of the initial draft.

All co-authors of the thesis author’s publications used in the dissertation
thesis have approved these contribution statements.

1.7 Ethics Statement

The advantage of real-world traffic data comes with a fundamental concern of privacy.
For the creation of novel datasets within the thesis, only automatic data processing with
immediate data anonymization was used. With this, in this thesis, it is declared that only
anonymized data were analyzed, manually processed, or subjected to any procedures that
could allow authors of the datasets to track users or reveal their identities.

The Committee for Ethics in Research of the Scientific Council of the Czech Techni-
cal University in Prague approved the publication of the CESNET-TimeSeries24 dataset
under reference number 0000-10/24/51902/EKČVUT. The approval also includes a waiver
of explicit user consent for publishing the dataset. Moreover, all users of the CESNET3
network agreed with the terms and conditions that define a monitoring process for opti-
mization and improvement of services (including related research) and allow sharing of the
data with third parties after anonymization (https://www.cesnet.cz/en/gdpr).

Therefore, all datasets created in this study were generated in accordance with this
ethics statement, and none of the users were deanonymized during the dataset creation
process. Moreover, none of the users can be deanonymized from the published datasets.
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Chapter 2

Background and State-of-the-Art

This chapter provides a theoretical background for network traffic monitoring, time series
analysis, and an overview of related published works in the context of using time series
analysis for network traffic monitoring and the detection of security threats. The most
related papers and topics are grouped into several sections to cover the area systematically.

2.1 Time Series Analysis

In this section, the theoretical background for Time Series (TS) and Time Series Analysis
(TSA) is provided to help the reader understand the terms used throughout the dissertation
thesis. First, the definition of a TS is required, but primarily, Stochastic Process [256] has
to be defined:

Definition 2.1.1 (Stochastic process). A stochastic process is a family of time-indexed
random variables Z (ω, t), where ω belongs to a sample space and t belongs to an index
set.

A time series is a realization of a specific stochastic process, such as the packet sizes of
an Application Programming Interface (API) call to Facebook. A formal, distinct definition
for TS is following:

Definition 2.1.2 (Time series). A time series is a sequence of observations taken through
continuous measurements over time, such as the packet sizes of an API call. Formally:

T = (xt0 , xt1 , . . . xtn) (2.1)

where xti ∈ Rd is the i-th observation, d ∈ N+ defines the dimension of the time series,
ti ∈ R defines time of i-th observation, and n ∈ N defines number of observation in TS. A
time series with d = 1 is called a univariate time series, while a time series with d > 1 is
called a multivariate time series.
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Therefore, a TS is a sequence of observations from some monitored process. Dimensions
d in time series are typically referred to as time series variates or time series metrics.
For example, the temperature in Celsius, wind in meters per second, and precipitation in
millimeters are three time series metrics of a multivariate time series of weather monitoring.

The TS are also divided by the behavior of the sequence of times t. There are two
types of time series defined below.

Evenly sampled time series

The evenly sampled time series are predominant in the literature; therefore, the term “time
series” in the literature usually refers to evenly sampled time series [189]. Furthermore,
evenly sampled time series can also be referred to as uniformly spaced or regularly sampled
in the literature.

Evenly sampled time series naturally occur in many fields, such as finance [121, 208],
retail [117, 222], economics [227], geology [183, 248], weather [63, 191], and medicine [103,
161]. There are many existing methods and tools for the TSA of evenly sampled time
series because of their frequent occurrence.

The formal definition of an evenly sampled time series is:

Definition 2.1.3 (Evenly sampled time series). A series of values of a quantity obtained
at successive times with equal intervals between them. Therefore, for time series T is true
that:

∀xti ∈ T ,∀ti ∈ R,∀i ∈ N, ti = t0 + i∆t (2.2)

where ∆t = ti−ti−1, xti is the i-th observation of time series T and ti is timestamp of the
i-th observation. The substitution and division can be applied to time series timestamps
as follows:

ti − t0
∆t

= i (2.3)

Therefore, the evenly sampled time series can be rewritten to T = (x0, x1, . . . xn).

The primary advantage of evenly sampled time series lies in the mathematical simplifi-
cation of temporal dependencies, which allows for the direct application of efficient signal
processing techniques and classical statistical models. Uniform spacing ensures that the
sampling rate remains constant, facilitating the use of the Fast Fourier Transform (FFT)
for spectral analysis without the need for complex interpolation or resampling [36, 228].
Furthermore, many advanced deep learning architectures, particularly Convolutional Neu-
ral Network (CNN) and standard Recurrent Neural Network (RNN), are inherently de-
signed for grid-like data structures where the relative distance between observations is
fixed [102, 139]. This regularity also simplifies the calculation of autocorrelation functions
and the estimation of parameters in autoregressive models, as the lag operator remains
consistent throughout the entire sequence [270]. Consequently, evenly spaced time series
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minimizes the computational overhead and reduces the risk of bias introduced by non-
uniform density in the temporal domain.

Unevenly spaced time series

The unevenly spaced time series are less frequent compared to the evenly spaced time
series. Nevertheless, they naturally occur in many industrial and scientific domains, such as
astronomy [51,204,250], natural disasters [137,179,214], medicine [221,230], economics [58],
IoT data [15,87]. Furthermore, in literature, they can be referred to as an unequally spaced
or irregularly sampled time series [31]. The formal definition of an unevenly spaced time
series is as follows:

Definition 2.1.4 (Unevenly spaced time series). A series of values of a quantity obtained
at successive times, where at least one interval between them differs from others. Therefore,
it is true that:

∀xti ∈ T ,∀ti ∈ R,∃i ∈ N,∆t ̸= ti − ti−1 (2.4)

where xti is the i-th observation of time series T and ti is timestamp of the i-th obser-
vation. Therefore, the methods and tools for the unevenly spaced time series must work
with both observations xti and timestamps ti simultaneously.

Unlike their evenly sampled counterparts, unevenly spaced time series present sig-
nificant analytical challenges because the observational frequency often carries intrinsic
information or reflects underlying stochastic processes. Conventional signal processing
algorithms, such as the standard FFT, cannot be directly applied. Instead, specialized
techniques like the Lomb-Scargle periodogram [141, 203] are required to retrieve spectral
information without introducing significant aliasing or bias [245]. In the context of mod-
ern machine learning, traditional architectures often fail to capture the temporal decay
between observations, necessitating the development of time-aware models. These include
Neural Ordinary Differential Equation (Neural ODE) or Continuous-Time RNN, which
treat the hidden state as a continuous function of time to explicitly account for irregular
gaps [120,194].

Time Series Analysis

TSA is a fundamental statistic utilized across diverse scientific domains to model the
dynamics of sequential observations collected over discrete or continuous time intervals.
By characterizing the temporal dependencies inherent in data, TSA provides essential
insights into underlying patterns, enables the forecasting of future trends, and facilitates a
deeper understanding of complex system behaviors in diverse fields, including economics,
engineering, and environmental science.

The breadth of TSA encompasses various methodological pillars, including descrip-
tive techniques, probability modeling, spectral analysis, and the study of bivariate and
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multivariate processes. Advanced applications involve linear systems, state-space model-
ing—specifically the Kalman filter—non-linear dynamics, and structural volatility mod-
els [35,41]. Within research contexts, such as the study of climate variability, TSA is par-
ticularly indispensable; it permits the extraction of nuanced signals and long-term changes
that conventional, non-temporal statistical methods often fail to resolve [75].

The evolution of TSA has seen a transition from classical decomposition and exponential
smoothing toward sophisticated modern frameworks. This includes the development of
Autoregressive Integrated Moving Average (ARIMA), structural models, and stochastic
volatility models, which are critical for predictive accuracy in finance and insurance [81].
Recent literature further underscores a shifting focus toward high-dimensional classification
and prediction, reflecting the convergence of traditional statistics with machine learning to
address contemporary analytical challenges [240].

Analytical Objectives and Categorization

The primary utility of time series analysis [189] lies in its ability to elucidate how variables
evolve, revealing the dependencies between successive observations. This is critical because
a robust understanding of temporal causes is necessary to distinguish genuine trends from
stochastic noise.

Reliable TSA typically requires substantial data density; sparse datasets risk the identi-
fication of spurious periodicities or false trends induced by transient fluctuations. Method-
ological approaches are generally categorized based on the specific analytical objective:

◦ Forecasting: The most prevalent application, aimed at predicting future values
based on the rigorous extrapolation of historical trends and seasonal patterns [13,
108,112,151,269].

◦ Anomaly Detection: Often an extension of forecasting, this involves training mod-
els on historical norms to identify data points that deviate significantly from expected
behavior [30,113,128,198].

◦ Classification and Clustering: These techniques involve the categorization of
time series into distinct groups based on shared characteristics. Classification can
be distance-based or feature-based, often involving complex feature extraction pro-
cedures to compare the structure and composition of various series [2, 102,231].

Descriptive and Explanatory Frameworks

Foundational to any investigation is descriptive analysis, which focuses on summarizing key
features such as trends, cycles, and seasonal variations [19,37,154,220,234,272]. While de-
scriptive methods identify “what” is happening, explanatory analysis seeks to uncover the
causal relationships and underlying drivers of the observed patterns. Often, exploratory
analysis serves as a precursor to these steps, utilizing visualization and preliminary sum-
marization to guide more detailed quantitative investigations. Usually, curve fitting is
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employed to examine the mathematical relationships between variables within the data.
By plotting data points along estimated curves, researchers can quantify interactions and
project potential trajectories based on these established functional relationships.

Periodicity Detection and Spectral Analysis

The identification of recurring cycles is the central focus of periodicity detection [60, 84,
184, 190, 224, 258]. A cornerstone of this domain is the periodogram, as defined by Schus-
ter [207], which estimates the spectral density of a signal to identify dominant frequencies.
This concept has been refined through various methodologies, including Bartlett’s proce-
dure [25], the Welch method [24], the Laplace periodogram [138], and the Lomb-Scargle
periodogram [245], the latter of which is particularly effective for unevenly sampled data.

Complementing spectral approaches is the Autocorrelation Function (ACF), which eval-
uates the correlation of a series with its own lagged versions. The mathematical foundations
of these correlation coefficients were pioneered by Pearson [178]. Additionally, engineering-
driven approaches, such as the Apriori algorithm, have been adapted for TSA. Originally
used for frequent pattern mining via “join” and “prune” iterations [9], these techniques
have evolved into dedicated frameworks for periodicity mining [174].

Data Transformation and Exponential Smoothing

Prior to analysis, data transformation is often necessary to isolate specific features or
eliminate unwanted noise. Common techniques include log transformations to stabilize
variance or linear transformations to facilitate easier interpretation.

Exponential smoothing represents one of the most enduring and effective methodologies
for both interpolation and extrapolation. These methods vary in complexity:

◦ Simple Exponential Smoothing (SES): Suitable for data lacking clear trends or
seasonality [173].

◦ Double Exponential Smoothing (DES): Often referred to as Holt’s linear method,
this extends SES to accommodate series exhibiting a trend [34].

◦ Advanced Smoothing: Further iterations include damped trend models and Triple
Exponential Smoothing (Holt-Winters), which incorporate seasonal components to
provide a comprehensive forecasting toolset.

2.2 Network Traffic Monitoring

Network traffic monitoring is a crucial task for network management and overall computer
security [59]. In network management, it supports a wide range of key functions includ-
ing performance monitoring, network troubleshooting, enforcement of Quality of Service
and Quality of Experience policies, and strategic planning and optimization of network
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resources [133]. Moreover, traffic monitoring systems help protect infrastructure by iden-
tifying user misconfiguration, policy violations, anomalies, and insider threats [64, 268].
Progress across all these research tasks relies heavily on the availability of high-quality,
real-world data. The firewall can protect the infrastructure from external attacks, and an-
tivirus software can detect threats on end-user devices. However, the firewall and antivirus
software cannot detect all types of threats, such as complex attack chains with multiple
attack vectors and malicious activities hidden within encrypted traffic [218]. Therefore,
network traffic monitoring complements these protections and enhances their functional-
ity [59].

Systems that use network traffic monitoring for the detection of security threats are
called Intrusion Detection System (IDS) and Intrusion Prevention System (IPS), and they
require additional infrastructure to build. First, the network traffic must usually be mir-
rored, for example, on the router using a mirroring port or a device called a network Test
Access Point (TAP), or network traffic flows directly through some firewall device. In
passive monitoring, traffic is mirrored to another device called a monitoring probe.

Packet-based Monitoring

Network communication is fundamentally discretized into packets, which serve as the ba-
sic unit of data transmission across a network. A packet consists of control informa-
tion—contained in the header—and user data, known as the payload [1]. The header
provides the necessary metadata for delivery, including source and destination IP ad-
dresses, protocol identifiers, and sequencing numbers, while the payload carries the actual
application-level content.

Packet monitoring, often referred to as packet sniffing or capture, involves the real-
time interception and logging of these data units as they traverse a network interface. This
process is essential for performance troubleshooting, protocol analysis, and security audit-
ing [59]. By capturing raw packets, administrators can reconstruct entire communication
sessions to identify the root causes of latency or to detect unauthorized data exfiltration.

Deep Packet Inspection (DPI) serves as an advanced traffic analysis technique that
operates at the Application Layer (Layer 7) of the International Organization for Stan-
dardization/Open Systems Interconnection (ISO/OSI) model. Unlike traditional Shallow
Packet Inspection (SPI), which is limited to examining packet headers such as IP ad-
dresses and port numbers, DPI deconstructs the entire packet to analyze the payload in
real-time [39]. This granular visibility enables the security infrastructure to distinguish
between benign traffic and malicious activity that may masquerade as legitimate commu-
nication over standard ports.

Beyond its role in threat detection, DPI is essential for network management and pol-
icy enforcement within modern enterprise and industrial environments. It enables IDS and
IPS systems to apply behavioral and signature-based matching across the data stream to
mitigate data exfiltration and zero-day attacks [218]. Furthermore, network administrators
leverage DPI for Quality of Service (QoS) management, prioritizing latency-sensitive ap-
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plications, such as Voice over IP (VoIP), while throttling bandwidth-intensive, non-critical
services.

Nevertheless, network traffic typically uses encryption for most of its content. There-
fore, maintaining network security has become increasingly challenging in recent years due
to the widespread use of mass traffic encryption, resulting in reduced visibility.

The encryption of Transport Layer Security (TLS) certificates by TLS1.3 [192], deploy-
ment of encrypted Domain Name System (DNS) [88], or the Encrypted Client Hello (ECH)
proposal [?] removed the few remaining information essential for effective threat detection.
Therefore, if possible, security managers are forced to deploy intermediate proxies to de-
crypt the traffic [175] and inspect it using DPI tools, such as Suricata1. In such cases,
deploying the intermediate proxy is much more intrusive than sending domain names and
certificates in plaintext. The DNS, combined with the proxy, is an efficient solution for
mid-sized, restricted networks. However, it does not scale to large provider-based networks,
where threat detection is also desired [18].

Flow-based Monitoring

Each Internet Service Provider (ISP) needs to perform network monitoring and cyberse-
curity threat detection to enforce internal policies, protect infrastructure, and prevent line
overload to maintain service [18]. The single IDS deployed at the ISP level can protect
many users (even in the millions) and prevent or minimize the impact of attacks, such
as Distributed Denial of Service (DDoS). In ISP deployment, the use of the intermediate
proxy is unthinkable. It would outrage the consumers due to absolute payload availabil-
ity; moreover, it is not feasible to process such a large amount of traffic transmitted over
multiple 200 Gbps backbone lines with DPI. Therefore, large-scale infrastructures are often
monitored using a flow-based approach, which represents the communication between two
devices in the form of flows.

A basic IP flow is formally defined as a set of IP packets passing an observation point in
the network during a certain time interval, sharing a set of common properties. According
to the IETF standard [195], these properties are typically defined by the 5-tuple: source
IP address, destination IP address, source port, destination port, and the IP protocol
number. By aggregating packets into these flow records, the volume of data to be analyzed
is significantly reduced compared to full packet capture, making it the de facto standard
for high-speed backbone monitoring [59].

Flow-based network monitoring is crucial for maintaining security in large network
infrastructures. Flow-based intrusion detection systems deploy a variety of classifiers and
detectors for malicious communications. Naturally, the design of these detectors strongly
depends on the information available in the flow. The flows can contain almost any data
that can be extracted from the communication [90]. Modern flow export protocols, such
as Internet Protocol Flow Information Export (IPFIX) or NetFlow Version 9, support
templating mechanisms that allow users to define their data structures within flow records.

1https://suricata.io
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Figure 2.1: Example of the monitoring infrastructure with multiple monitoring probes

Thus, the flows are often extended to include various pieces of information helpful in
intrusion detection.

Extended IP flows refer to flow records that go beyond the 5-tuple by incorporating
additional metadata extracted from packet headers or limited payload inspection. For
example, extensions may include Transmission Control Protocol (TCP) window size, TCP
flags, and Internet Control Message Protocol (ICMP) types to identify scanning activities,
or Application-Layer metadata such as Hypertext Transfer Protocol (HTTP) hostnames,
DNS query-response pairs, and TLS handshake information (for example, Server Name
Indication (SNI) or cipher suites) [247]. These extensions are vital for modern security
analysis, as they provide the necessary context to detect sophisticated threats, such as
botnet C&C communication or data exfiltration, without the computational overhead of
full DPI [96].

In small networks, the monitoring probe can be part of the IDS system on the same
server. However, this is usually not possible in large infrastructures because the network
usually has a redundant connection to the internet. Thus, multiple monitoring probes are
deployed in such a network, and the probes send IP flows to a server called a collector,
which is part of the monitoring system. An example of such monitoring infrastructure is
shown in Figure 2.1.

Network Traffic Monitoring for Threat Detection

Network traffic monitoring serves as a cornerstone for the proactive identification and
mitigation of cyber threats. By systematically examining packets or IP flows, security
systems can distinguish between legitimate operational traffic and patterns indicative of
malicious intent [96]. Among contemporary methodologies, flow-based monitoring has
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emerged as the preferred approach for high-speed networks due to its superior scalability
and lower computational overhead compared to full packet inspection [59].

The analysis of IP flows allows security analysts to characterize the communication
posture of a network beyond mere volume. By evaluating flow attributes such as duration,
packet inter-arrival times, and byte distributions, analysts can detect a broad spectrum
of threats. This includes volumetric DDoS, where multiple sources exhaust the resources
of a target [187], and stealthy intrusion attempts, such as horizontal scanning or lateral
movement, which often manifest as anomalous connection patterns to internal assets [218].

Effective detection relies heavily on establishing behavioral baselines. By constructing
profiles of “normal” network activity, systems can trigger alerts for statistical deviations,
such as an unprecedented data transfer from a high-value database to an unfamiliar external
autonomous system. Such anomalies often indicate data exfiltration or the presence of a
compromised internal host [247].

However, the efficacy of traditional flow analysis is increasingly challenged by the om-
nipresence of end-to-end encryption (e.g., TLS 1.3), which prevents inspection of the ap-
plication payload. To overcome this visibility gap, modern detection frameworks have
shifted their focus toward Machine Learning (ML) and Deep Learning (DL) architectures.
These models leverage the statistical properties of encrypted traffic—such as packet size
sequences and entropy—to identify malware communication and botnet Command and
Control (C&C) channels without requiring decryption [20,236].

2.3 Network Traffic Classification

The classification of network traffic to gain insight into encrypted traffic is a well-established
domain [59, 96, 223, 247]. The purpose of the research includes, for example, detecting
security threats in IDS systems [82,125,131,186,215,236,254], identifying Virtual Private
Network (VPN) or The Onion Router (TOR) traffic [52, 57, 109, 165, 275], and classifying
services in TLS or Quick UDP Internet Connections (QUIC) traffic [4,5, 145,147].

The flow-based IDS deploy a variety of classifiers and detectors of malicious commu-
nications. Naturally, the design of these detectors strongly depends on the information
available in the flow. Since a flow record has a relatively loose definition [90], records can
contain almost any data that can be extracted from the communication. Modern flow ex-
port protocols, such as IPFIX or NetFlow Version 9, support templating mechanisms that
allow users to define their own flow extensions for network traffic classification. The flow
extensions can be divided into three directions: 1. Extension for extracted unencrypted
information, 2. Extension for packet sequences, and 3. Extension for precomputed features.
These approaches are further described in the following sections.

Extension for extracted unencrypted information

Exporting unencrypted information from the packet payload is a crucial functionality of
various flow exporters. It is common to export domain names transferred in DNS packets,
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information from HTTP headers, and TLS handshakes, or simply just part of the payload.
These payload fields enable a DPI detection approach even with the flow monitoring in-
frastructure [247]. However, each detection and classification task requires the extraction
of different fields from the packets; thus, multiple flow extensions are required in practice,
resulting in large telemetry records.

Due to its reliability, the unencrypted information extension is a popular data source
in flow-based monitoring; however, it is unusable with encrypted traffic. In recent years,
a trend has emerged in traffic encryption and the development of novel privacy-preserving
protocols. For example, plain text DNS is being replaced by its encrypted versions, such
as DNS over HTTPS (DoH) and DNS over TLS (DoT) [73,88,93]. Privacy-sensitive infor-
mation in TLS handshakes is already sometimes encrypted using the ECH extension [242],
which poses a challenge for traffic classification [211]. Since most traffic nowadays is en-
crypted, the importance of extracting unencrypted information is rapidly decreasing, and
it is being replaced by other types of flow extensions that target encrypted traffic analysis.

Extension for raw packet information

The extension of flows for packet sequences embeds the raw packet-level information about
ongoing connections into the flows. Typically, flows are extended for a Sequence of Packet
Lengths and Times (SPLT) that aims to export the first n packets of flow as a sequence of
packet lengths (or payload lengths), directions, and inter-packet times [6, 142, 145]. Each
network classifier can then process the SPLT differently to maximize its accuracy. For
example, network classifiers proposed by Vekshin et al. [246] or Hynek et al. [99] process
SPLT by additional feature extraction (min, max, median of the sequence), which is then
used by ML algorithms.

Other approaches feed SPLT directly into the ML algorithm. In their study, Luxemburk
et al. [145] used SPLT of length 30 packets for fine-grained network classification with a
large number of labels. They use information from SPLT (packet lengths, directions, and
times) as three separate sequences and process them with a CNN with 1D convolutions.
The proposed approach achieved excellent results in classification, as the convolutions
extracted discriminatory features themselves. Moreover, they also demonstrated that tree-
based ML algorithms can achieve similar accuracy even when raw SPLT is used as input.

Another use of SPLT was proposed by Chen et al. [44] and also by Shapira et al. [212].
Both approaches embed the SPLT sequence into a 2D image, which is then used by a CNN
with 2D convolutions. The biggest difference between the two approaches is in the size
of the input images used. Chen et al. [44] uses SPLT for only the first ten packets and
achieves a high accuracy of 88.42% on the classification of network applications. Shapira
et al. [212] deal with VPN detection tasks and use SPLT of very long size. Their proposed
detector achieved a 99.7% of accuracy; however, it requires 1400x1400 images as the input,
which means that the size of each flow with SPLT sequence is at least 7.84 megabytes.
Such large telemetry records are hardly imaginable in production deployment.

The SPLT can be considered deployable only when the exporter limits the sequence to
contain data about several first packets, usually in the order of tens of packets. Thus, the
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flow exporter ipfixprobe limits the size of the SPLT sequence to 30 packets. Furthermore,
the Cisco Joy2 software can export SPLT sequences of up to 200 packets—with a default
value of 50 packets. The short length then limits the SPLT ’s applicability to only short
connections. Therefore, researchers proposed extending the flows to include additional
raw features, capturing information about packets that do not fit into the sequence. For
example, Tropkova et al. [241] proposed to use a Sequence of Burst lengths and Times
(SBLT), which carries the information about individual packet bursts (times and amount
of transferred data). Nevertheless, even SBLT has its own length limit, and the aggregation
of packets into the bursts loses some information about the exact timing of packets within
the burst.

The extension for the traffic histogram, which was used by Hofstede et al. [89] in the
HTTPS brute force detection, also contains information about packets from the entire
connection, regardless of their length. However, similarly to SBLT, histograms do not
convey information about the timing of individual packets; moreover, information about
packet order is lost.

Naturally, the previously described flow extensions can be combined. For example,
Luxemburk et al. [147] used SPLT and also traffic histograms in their QUIC classification
task. Aceto et al. [6] and Wang et al. [253] combine SPLT even with unencrypted infor-
mation from packet headers. The combination of payload bytes shows better performance.
However, it also significantly increases network telemetry size by the first x bytes of payload
per flow. For example, both approaches use the first 784 bytes of transport-layer payload.
When combined with SPLT of length 32, the size of each flow is 1296 bytes.

Extension for precomputed features

The extension for raw-packet information allows flexibility in feature extraction, enabling
each detector to compute its own specific discriminatory features. Nevertheless, flows with
raw-packet information tend to be larger, as they carry unprocessed raw data. Therefore,
some flow exporters perform feature extraction during the flow creation process and provide
extended flows with already extracted features. An example of such an exporter is the
CICFlowMeter3 that extends each flow with 80 statistical features—mainly mean, standard
deviation, max, and min of multiple countable information from packets, such as the
number of packets and TCP flags. These features are then used by multiple researchers in
various network classification tasks [8, 56, 152,213,271].

Similarly, as CICFlowMeter, MontazeriShatoori et al. [158] created a DoHLyzer ex-
porter4 that produces features directly within the flows, specifically for DoH detection
task. These features, however, are entirely different from those of the CICFlowMeter. The
DoHLyzer and CICFlowMeter exported features are thus not universal. The inflexibility of
the extensions for precomputed features then forces detectors to use non-optimal features,
drastically degrading their performance.

2https://github.com/cisco/joy
3https://github.com/ahlashkari/CICFlowMeter
4https://github.com/ahlashkari/DoHLyzer
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The natural solution would be to export as many features as possible to cover a wide va-
riety of detection/classification use-cases. However, a large feature vector does not maintain
the benefit of reduced flow size. For example, the list of discriminative features published
by Moore et al. [160] in 2005 contains 249 different features, which would result in extended
flows with unacceptable sizes of almost 1000 bytes. Since 2005, various novel features have
been employed to target new protocols and encrypted traffic analysis; thus, even a set of
249 features is far from complete.

There are possible approaches for decreasing the size of large feature vectors, such as
1. compressive traffic analysis proposed by Nasr et al. [167], 2. use of embeddings created by
Neural Network (NN) instead of classical feature computation as proposed by Sungwoong
et al. [267], 3. or feature dimension reduction techniques such as Principal Component
Analysis (PCA) [265]. However, any flow exporter deploys these techniques to reduce
the feature set size and, thus, the flow telemetry size. Moreover, all these approaches
employ lossy compression, which cannot be fully reconstructed. The feature is then used
in its compressed form, which is not understandable to people. Since people then analyze
and inspect flows or alerts from the detectors, the lack of understandability then poses
significant limitations in real-world deployment [243].

Time Series Analysis in Network Traffic Classification

The integration of TSA into network traffic classification is increasingly vital for identifying
threats within high-volume, encrypted streams. Modern methodologies typically leverage
ML and DL to process temporal sequences, moving beyond static feature vectors to capture
the behavioral dynamics of network protocols.

The most prevalent representation is the SPLT, which transforms an unevenly spaced
sequence of packet arrivals into a multivariate time series of packet lengths and inter-arrival
times. By capturing the first n packets of a flow, SPLT provides a detailed “fingerprint”
of application behavior that is both computationally efficient for flow exporters and highly
discriminative for classifiers.

Sequence-based Deep Learning Approaches

Research into SPLT-based detection often focuses on leveraging the temporal dependencies
of encrypted flows. Anderson et al. [16] utilized SPLT metadata to distinguish malicious
flows without decryption, while Vu et al. [251] and Sadeghzadeh et al. [196] employed Long
short-term memory (LSTM) networks to automatically extract time-dependent features
from packet sequences. Similar multivariate time series approaches have been success-
fully applied to detect DoH tunneling activities by modeling the time differences between
successive flow records [158].

Multimodal architectures have further expanded this domain. Aceto et al. [5] developed
a framework for VPN classification that processes multimodal traffic data simultaneously.
Similarly, Luxemburk et al. integrated 1D convolutional and linear layers to classify TLS
and QUIC services by combining SPLT sequences with global flow statistics [143,147].
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Temporal Feature Extraction and Behavioral Analysis

TSA is also applied through windowed feature extraction and behavioral modeling. Bai
et al. [23] proposed segmenting Internet of Things (IoT) traffic into fixed time intervals,
extracting features such as packet counts and protocol distributions to feed a CNN-LSTM
cascade model for device identification. Alternatively, Abdullah et al. [3] combined time
series principles with fuzzy logic to detect anomalies, allowing the system to evolve its
knowledge base as it observes new traffic patterns.

Periodicity Detection for Threat Identification

A specific subset of TSA in this domain focuses on periodicity detection to uncover au-
tomated malicious activity. Identifying recurring cycles in traffic has proven effective for
detecting botnets, Peer-to-Peer (P2P) communications, and scanning activities [80]. For
instance, Eslahi et al. [62] utilized decision trees to classify HTTP traffic based on ob-
served periodic signatures to identify botnet C&C channels. Similar mining techniques for
regional periodicity have been deployed to detect decentralized P2P botnets [186], while
periodicity remains a core feature for distinguishing legitimate webmail from automated
background traffic [205].

2.4 Network Traffic Forecasting

Network traffic forecasting is a critical area of research due to its importance in network
optimization, resource allocation, and anomaly detection [66,83,172]. Various approaches
have been developed over the years, leveraging both statistical and machine learning meth-
ods [66].

Currently, statistically-based methods are commonly applied in network traffic fore-
casting with many published approaches. Such statistically-based methods include Auto-
Regressive Integrated Moving Average (ARIMA), Seasonal ARIMA (SARIMA), Exponen-
tial Smoothing (ETS), or Hidden Markov Models [43, 157, 162, 239]. However, there are
several limitations of statistical-based forecasting [49, 66, 119]. Most of them rely on the
assumption of linearity, which restricts their ability to model complex, non-linear relation-
ships often present in real-world systems. Methods like ARIMA and regression models
require stationarity in data, meaning trends and variance must remain constant over time,
necessitating preprocessing that can complicate analysis. Moreover, these models are sensi-
tive to parameter estimation, and their predictive accuracy can degrade in highly dynamic
environments where relationships between variables fluctuate. Statistical approaches also
struggle to handle multivariate interactions effectively, leading to oversimplified represen-
tations of intricate patterns. These limitations collectively underscore the challenges of
applying statistical models in scenarios with complex, non-linear, or rapidly changing dy-
namics.

Therefore, deep learning has emerged in recent years as a transformative approach to
network traffic forecasting. Primarily due to its ability to model non-linear relationships,
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capture complex dependencies within data, handle non-stationary time series effectively,
and provide superior scalability [66,111].

Deep learning became increasingly valuable for forecasting, particularly with the intro-
duction of Long Short-Term Memory (LSTM) and Gated Recurrent Units (GRU), which
mitigate the exploding and vanishing gradient problems that affected earlier Recurrent
Neural Networks (RNN) [139]. These deep learning models have been successfully applied
in the network traffic forecasting domain [54, 188]. Nevertheless, the rapid expansion of
deep learning forecasting variants in recent years underscores the need for a comprehensive
evaluation.

The first major enhancement of LSTM and GRU models was their integration with Fully
Convolutional Networks (FCNs) [61, 114]. Moreover, Temporal Convolutional Networks
(TCNs) and their combination with an RNN variant were successfully applied in network
traffic forecasting [33]. These hybrid models gained popularity due to their ability to
outperform classical approaches while requiring minimal data preprocessing and easily
scaling to large time series datasets [115].

Moreover, more sophisticated deep learning models originally developed for image clas-
sification have also been applied in the time series forecasting area. Notable examples
include Residual Networks (ResNet) [86]. Building on these architectures, additional mod-
els have been developed, such as InceptionTime [101], which integrates residual blocks with
Global Average Pooling layers.

Finally, one of the most recent forecasting approaches uses Transformers, which have be-
come a prominent tool in time series forecasting due to their capability to model long-range
dependencies, critical for network traffic prediction [257]. However, traditional Transform-
ers face challenges such as inefficiency and a lack of interpretability in capturing temporal
dynamics. To address these limitations, several advancements have been proposed. For
instance, ETSformer [259] introduces exponential smoothing and frequency attention mech-
anisms to replace conventional self-attention, enabling the model to capture both seasonal
and trend components in a decomposable and interpretable manner. Similarly, models
like Informer [276] and Autoformer [261] leverage sparsity and frequency-based approaches
to enhance efficiency and adaptability in long-term sequence forecasting. Despite their
success, recent studies question the necessity of complex Transformer-based architectures,
with findings that simple linear models can outperform them in several scenarios [273].
Nevertheless, Transformers remain at the forefront of innovations in network traffic fore-
casting due to their ability to incorporate dynamic time-dependent features and extract
meaningful patterns from large-scale, non-stationary data [123,127].

The forecasting is usually done separately when multiple time series of multiple pro-
cesses are present [98]. However, a recent study [159] also studied forecasting of groups of
related time series, exploring how algorithms can leverage shared structure among series.
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2.5 Anomaly Detection in Network Traffic

In the field of network security, the term most widely used is anomaly detection. However,
the term is more general than the same term in statistics; it includes not only statistical
anomalies but also undesirable traffic, such as that generated by malware, botnets, and
other malicious activities. In this dissertation thesis, the focus is on statistical anomalies,
but to avoid confusion, the term ’outlier’ is often used. This field is theoretically well
covered for its importance in many fields, i.e., [85, 116,219].

Detecting such outliers in the network might be challenging; various approaches have
been explored. Classical unsupervised methods, i.e., isolation forests, are widely ap-
plied [244, 249]. Statistical methods like the Chauvenet’s criterion and moving window
procedures are specifically designed to identify outliers in non-normal distributions (which
are common [28] in network traffic) [22, 155]. Additionally, time series forecasting models
are leveraged for outlier detection [199]. A similar method is the use of the Local Outlier
Factor (LOF) for detecting outliers based on the local density variations [14]. Researchers
deal with noisy or incomplete data [197,201].

The literature reflects a broad spectrum of algorithmic approaches tailored to specific
traffic characteristics:

◦ Clustering and Distributional Modeling: Kumari et al. [130] demonstrated
the efficacy of k-means clustering for real-time intrusion detection. Addressing the
inadequacy of Gaussian models for bursty traffic, Simmross-Wattenberg et al. [216]
proposed α-stable distributions, which better characterize the heavy-tailed nature of
network marginals.

◦ ML and Natural Language Processing (NLP) Integration: Sophisticated
models treat raw URLs as natural language, utilizing vector embeddings and opti-
mized Support Vector Machines (SVM) to achieve high-precision classification [149].

◦ DL Architectures: Recent advancements include D-PACK, which integrates CNN
with Autoencoders. This unsupervised approach enables early anomaly profiling by
inspecting only the initial bytes of a flow’s first few packets [97].

Despite the proliferation of these techniques, a significant gap remains between theo-
retical performance and practical utility. Most existing models are validated primarily on
static, offline datasets and often fail to address the computational constraints and evolving
dynamics inherent in production-scale deployments.
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Chapter 3

Time Series from Network Traffic

This chapter provides an in-depth description of time series created from network traffic,
including an analysis and comparison of these time series. The approach for creating these
time series from network traffic and their analysis was published in the thesis author’s
papers [A.1,A.4,A.7].

Generating Process

The generating process of a time series represents the underlying stochastic mechanism
that controls the evolution of observations over time. Accurate characterization of the
generating process is essential, as it ensures that the statistical inferences and forecasts
derived from the data are valid and representative of the true population.

Network traffic is generated by multiple devices, each of which runs multiple programs
or processes. Therefore, when creating the time series from network traffic, it is necessary
to identify the correct generating process to capture the valid time series. The traffic must
be divided so that only the examined process is present in the final time series. It is a
simple task when the activity of a device or network is analyzed, because the IP addresses
can be used as identifiers for dividing traffic. Nevertheless, the task becomes problematic
when one specific process or application running on a particular device is directly analyzed.
An example is the communication from Netflix about streaming some series. If access to
the device were possible, creating a time series would be easy. However, for example, on
the ISP level, network traffic is monitored without access to the device, and the entire
network’s traffic is captured.

Individual network devices are identified through the use of IP addresses, while spe-
cific registered or well-known application protocols are distinguished via transport layer
ports. These features enable the classification of analysed traffic into Network dependencies
proposed in the thesis author’s paper [A.4] as follows:

Definition 3.0.1 (Network dependency). The Network dependency is defined as long-term
communications between device pairs where a service is provided by one node to another.

25



3. Time Series from Network Traffic

Figure 3.1: Comparison of evenly spaced time series (top graph) and unevenly spaced time
series (bottom graph)

By leveraging these dependencies, the corresponding network traffic is merged into a
unified time series. However, significant challenges arise during this process. In many
architectures, multiple web servers may share a single public IP address, or conversely,
several devices behind a Network Address Translation (NAT) gateway may communicate
with the same destination server. Consequently, the segmentation of traffic into distinct
network dependencies may fail, leading to the erroneous mixing of unrelated connections
within the same time series. This phenomenon introduces substantial noise, as independent
communications interfere with one another, thereby complicating subsequent Time Series
Analysis (TSA). Furthermore, a single web application may comprise multiple concurrent
processes that communicate under the same network dependency. Examples of such pro-
cesses are independent webchat functions. These overlapping processes act as stochastic
noise, further complicating the analytical task.

Once traffic is successfully partitioned, constructing a time series is a straightforward
process. Since each packet or flow is associated with a transmission timestamp, its posi-
tion within the sequence is precisely determined. This sequential mapping results in an
Unevenly spaced time series. Alternatively, the network traffic (packets or flows) can be
aggregated into fixed time intervals (windows), a common practice in the existing litera-
ture, for example, for network traffic forecasting. Aggregation of network traffic creates
the Evenly spaced time series. For example, an evenly spaced time series generated with an
aggregation interval of 60 seconds is shown in Figure 3.1. Explicit cyclic behaviors present
in the unevenly spaced time series are often obscured or noised by the aggregation.

Therefore, the outcomes of TSA for evenly spaced time series are inherently dependent
on the granularity of the interval. Moreover, the aggregation frequently results in the
occurrence of zero values within the time series, which represent a significant limitation,
as many standard mathematical methods and computational tools for time series are not
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optimized to handle sparse data efficiently.

3.1 Types of Time Series from Network Traffic

Multiple types of time series can be created from network traffic. The types are designated
by what represents one data point and by what data points have in common. In the thesis
author’s papers [A.1, A.7], four types were defined: Packet time series, Single flow time
series, Flow time series, and Aggregated time series. Each type is defined and analysed
below.

Packet Time Series

A Packet time series from network traffic is a time series where each data point represents
a network packet. The Packet time series is a univariate time series with a variable number
of bytes in the network packet. The number of bytes can represent either the size of the
entire packet or the size of the payload within the packet. The time information ti ∈ R of
i-th data point is defined by the transmission time of i-th packet. So, Packet time series
are inevitably unevenly spaced.

Definition 3.1.1 (Packet time series). The Packet time series is defined as a sequence:

TP = (xt0 , xt1 , . . . , xtn) (3.1)

where ti ∈ R is time of observing i-th packet, n ∈ N is number of packets in time series
TP , and xti ∈ ⟨21, 65535⟩ for the size of the entire packet or xti ∈ ⟨0, 65514⟩ for the size
of the payload. The size of one packet depends on the selected media layer. Mostly used
Ethernet uses the Maximum Transmission Unit (MTU) [182] and is usually xti ∈ ⟨21, 1500⟩
(xti ∈ ⟨0, 1479⟩).

The advantage of Packet time series is that noise can be only entire data points be-
cause the value of a data point is always based on one packet. An example of noise can be
retransmitted packets by the Transmission Control Protocol (TCP) protocol. There are
indeed cases when the number of bytes per packet is aligned (padded) to some predeter-
mined size, for example, in Virtual Private Network (VPN) traffic. However, in this case,
the alignment is rather a process behavior than noise. As most of them, the examples of
Packet time series shown in Figure 3.2 contain periodic behaviors. Both have data points,
i.e., packets, that are likely to be noise.

Single Flow Time Series

Since a Packet time series may contain packets from any connection, it is useful to create a
separate time series. Typically, in the Packet time series, multiple connections to the same
service are present. Moreover, multiple services running on the same server are also usually
present in one Packet time series. Therefore, the number of datapoints of the Packet time
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Figure 3.2: Examples of Packet time series with cyclic behaviors

series is large (thousands of datapoints in one minute), and packets from multiple services
create a mess, resulting in a noisy time series. Both of these characteristics make analyzing
packet time series challenging and consume a lot of time and resources. Therefore, the thesis
author’s paper [A.1] proposes a Single flow time series which addresses these challenges.

Definition 3.1.2 (Single flow time series). A Single flow time series is a Packet time
series of one IP flow, i.e., a single connection that is divided into multiple packets if the
time window of the connection is longer than an active timeout.

Because a Single flow time series is a special case of a Packet time series with only
one flow, it usually contains network traffic from one process, where the only noise that
can occur is packet retransmission. Therefore, the noise in the Single flow time series is
minimal. Moreover, the number of data points in this time series is relatively small. Both
of these characteristics allow real-time analysis.

Flow Time Series

Even if the noise caused by multiple services is removed from the Packet time series, the
major disadvantage—a large number of datapoints—remains present. Therefore, a longer
analysis of communication using Packet time series is unfeasible.
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Figure 3.3: Example of Flow time series for network dependency 142.251.36.74(443)-
10.0.0.10.

In the thesis author’s papers [A.1,A.4], an approach was proposed that addresses these
limitations of Packet time series. The approach defines the Flow time series with minimal
noise based on splitting traffic into Network dependencies.

The thesis author’s paper [A.4] proposes estimating the used service by using ports
of the transport protocol in the TCP/IP model. The well-known and registered ports
identify the services. Thus, an example of a network dependency is 192.168.1.1(53)–
192.168.1.110 where IP 192.168.1.1 provides a Domain Name System (DNS) service to
the IP 192.168.1.110.

For unregistered ports, the network dependency is defined in multiple ways based on ob-
served communication between two IP addresses. When two ports appear multiple times,
network dependency is defined as a relationship between two IP addresses with those two
ports, e.g., 78.128.191.25(5965-8884)–3.209.182.156. If only one of the ports appears mul-
tiple times and the second one is changing with every flow record, then a network depen-
dency is created based on the repeated port, e.g., 138.232.236.27(X-5228)–142.250.27.188.
Finally, if there is no stable port used for communication between two IP addresses, the net-
work dependency is defined only by the IP addresses, e.g., 192.168.1.110()–192.168.1.111.

Definition 3.1.3 (Flow time series). A Flow time series is defined as a time series for a
network dependency by the following equation:

TF = (xt0 , xt1 , . . . , xtn) (3.2)

where n ∈ N is number of flows in time series TF , ti ∈ R is time of observing i-th flow
(i.e., typically 0-th or n-th packet), xti ∈ Rd is vector of values representing i-th flow, and
d ∈ N+ represents number of time series variates.

As a Packet time series, the Flow time series is unevenly spaced. However, the Flow
time series is a multivariate time series with multiple possible variates, including the
number of packets in the flow, the number of bytes in the flow, and the duration of the
flow. The example of a Flow time series is shown in Figure 3.3.
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Aggregated Time Series

It is an inefficient use of unevenly spaced time series for some tasks. The presented time
series types are limited in terms of the historical window that TSA of such time series can
handle in real-time. Therefore, for tasks such as network traffic forecasting, where it is
necessary to look into a longer history, the Aggregated time series is used.

Definition 3.1.4 (Aggregated time series). A Aggregated time series from network traffic
is defined as a time series by the following equation:

TA = (xt0 , xt1 , . . . , xtn) (3.3)

where ti ∈ R is i-th time window, n ∈ N is number of datapoints of time series TA,
xti ∈ Rd is a vector of values representing an aggregated network traffic in i-th time window,
and d ∈ N+ represents number of time series variates. For each time window ti where i < n
is true:

w = ti+1 − ti (3.4)

Therefore, Aggregated time series TA is evenly spaced with time window the w which
serves as an aggregation window. So, it can be simplified to TA = (x0, x1, . . . , xn) and time
length of the time series TA is equal to n ∗ w. Moreover, for xi ∈ Rd is true:

xi = A (y0, y1, . . . , ym) (3.5)

where A is an aggregation function, m ∈ N is the number of observations on network,
yj ∈ Re is an j-th observation (i.e., network packet or flow), and e ∈ N+ is number of
attributes of observations (i.e., network packets or flows).

An aggregation function A aggregates network traffic into a vector of length d, which
contains statistical characteristics of traffic. Examples of such characteristics include the
number of flows, packets, bytes, unique destination IP addresses, and the average Time To
Live (TTL). An example of an Aggregated time series is shown in Figure 3.4.

Network traffic collected on the monitoring probe must be divided into time series to
capture, ideally, only the traffic of the desired generating processes. When Aggregated time
series are used, usually the traffic of entire devices or networks is modeled. An example of
such a use case with aggregated time series is network traffic forecasting.

3.2 Comparison of Time Series from Network Traffic

Multiple time series representations can be derived from raw network traffic, distinguished
by the nature of their data points and the logical grouping of the underlying data. The
structural relationship between Packet time series, Single flow time series, Flow time series,
and Aggregated time series is illustrated in Figure 3.5.
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Figure 3.4: Example of Aggregated time series with three variates.

Inside an example network traffic, a clear periodic pattern of communication with some
noise is present. In the Packet time series, this periodic pattern is clearly seen. However,
the presence of the noise makes the analysis complex, and the number of data points makes
the analysis time-consuming and resource-intensive.

From the Packet time series, four Flow time series were created based on different net-
work dependencies. One of the Flow time series contains clear periodic behavior. However,
in the real world, it usually has some noise in the values of the datapoints.

Each flow in the Flow time series can be interpreted as a Single flow time series.
This time series type usually does not contain noise and is ideal for short-term analysis of
network traffic.

The capacity of Aggregated time series to absorb stochastic noise while highlighting
macro-level seasonal/periodic behavior is obvious. However, a significant amount of infor-
mation can be lost using aggregation.

Unlike Flow time series and Aggregated time series, Packet time series is fundamen-
tally resistant to datapoint noise, because every point represents a discrete, atomic event
rather than a calculated summary. Furthermore, Flow time series is often ill-suited for
analyzing specific traffic types such as VPN or NAT. In VPN communications, the forced
discretization caused by the flow exporter’s active timeout (typically every five minutes)
creates artificial data points in the Flow time series that can be indistinguishable from
large file transfers. Similarly, NAT traffic introduces significant noise into Flow time series
data points by conflating disparate internal activities under a single external identifier.

Because Packet time series, Flow time series, and Single flow time series are unevenly
spaced, temporal dynamics must be explicitly addressed during analysis. This is achievable
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3. Time Series from Network Traffic

Figure 3.5: Relationship between types of time series from network traffic.

through two primary methodologies: first, by employing mathematical tools specifically
designed for unevenly spaced time series that treat time as a fundamental coordinate
[92,141,168,203,230]; or second, by transforming the data into a multivariate evenly spaced
time series where time deltas are treated as an additional feature variable [158,196,251].

32



Chapter 4

Threat Detection using Single Flow
Time Series Analysis

In this chapter, the novel approach of obtaining discriminative features based on Time
Series Analysis (TSA) of Single flow time series is evaluated. The novel feature vector was
proposed in the thesis author’s paper [A.2]. The feature vector achieves a similar perfor-
mance to the best-performing related works on 15 datasets, making it a universal feature
vector with high performance across multiple datasets and detection tasks. However, the
limitations include the telemetry size of the flow with these features and the required re-
sources for computing these features for each flow. These limitations were further addressed
in the thesis author’s paper [A.3] by proposing NetTiSA flow. The NetTiSA flow achieves
similar performance across all tasks and datasets, with a significantly reduced telemetry
size. Moreover, the required resources for computing NetTiSA flow are significantly lower,
making possible deployment even in high-speed Internet Service Provider (ISP) networks.

4.1 Motivation

Network traffic monitoring provides information about activities in a computer network—
an essential insight for maintaining service and security. As technology evolves, a classical
approach using Deep Packet Inspection (DPI) is no longer feasible due to the increased
need for privacy protection through encryption. Additional security features, such as the
Encrypted Client Hello (ECH) [193], which encrypts even domain names, necessitate the
development of new methods for monitoring and analysis to detect network threats and
malicious activities.

Many research works [104,134,144,153,158,181,226,254] thus utilize it in conjunction
with machine learning for encrypted traffic classification to enhance visibility and identify
encrypted malicious communication. Nevertheless, simple statistics such as the sum of
transferred bytes and packets do not usually carry enough information for reliable traf-
fic classification. The information about individual packet sizes, which has been found
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4. Threat Detection using Single Flow Time Series Analysis

Figure 4.1: The shares of network flows in selected datasets that can (cannot) be captured
by SPLT of length 30

extremely useful in previous research works [132,145,241], is lost when packets are aggre-
gated into flow records. Therefore, several approaches have been proposed to extend flows
in order to enhance classification performance. For example, flows are often extended by
the Sequence of Packet Lengths and Times (SPLT) [145] or Sequence of Burst lengths and
Times (SBLT) [241], and application-specific information fields [94, 95].

The SPLT and SBLT sequences significantly increase the amount of information that
can be leveraged for classification. Still, they cannot carry information about all packets
transmitted in the flows for practical reasons such as limited memory of the flow exporter
or constraints on the flow record size. Therefore, SPLT often contains only the first n
packets from the flow. For example, the Cisco joy exporter1 exports detailed information
(packet size, timestamp, direction) up to the first 200 packets in a flow, ipfixprobe flow
exporter exports this information for only the first 30 packets.

Even these packet-extended flows thus still miss a lot of information when dealing with
longer communications. The information loss is also demonstrated in Figure 4.1, which
shows the percentage of flows that contain more than 30 packets in each selected detection
task. It can be seen that the flow length depends on the classification tasks. In the case
of The Onion Router (TOR), Cryptomining, and Domain Name System (DNS) malware,
only a small portion of traffic is captured by SPLT. Nevertheless, all classification tasks
would benefit from features that can capture flows longer than 30 packets. The benefit of a
longer SPLT sequence can be seen in Figure 4.2, where each traffic type generates different
patterns of packet sizes in time. These patterns can be captured by Time Series Analysis
(TSA). Therefore, the thesis author’s papers [A.2, A.3] focus on proposing an additional
feature set to extend IP flows with TSA to mitigate the information loss due to aggregation
or limited SPLT or SBLT sequence size and propose a universal classification approach.

1https://github.com/cisco/joy
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Figure 4.2: Examples of Single flow time series of different traffic types.

4.2 Exploration of features based on Time Series Analysis

The thesis author’s paper [A.2] proposes an approach to TSA in the flow exporter, creating
a novel flow extension that can be used universally for network traffic classification. In this
approach, time series are created from packets within a flow—the series payload sizes in
bytes with the corresponding transmission timestamp to create a Single flow time series.

Time Series Analysis of Single flow time series

Single flow time series carries the behavior of the underlying process. These behaviors
are discriminative from each other and can be used to identify the underlying process, as
shown in Figure 4.2. In Figure 4.2, it is simple for the human eye to recognize different
threats. The Machine Learning (ML) and Deep Learning (DL) can be used for recognition
of these behaviors. For example, the SPLT represents the first n packets of these Single
flow time series and was successfully used in related works for traffic recognition [5, 145].
However, only a small number of packets are usually exported in deployment, because the
enlargement of telemetry is problematic in Internet Service Provider (ISP) environments.

The TSA of Single flow time series inside the flow exporter can be used for mining
discriminative features about the underlying process without exporting a large number of
packets in SPLT. The thesis author’s paper [A.2] evaluates the usability of such features
for threat detection and traffic classification.

Features description

This section contains a detailed description of novel time series features. The features
are organized into five categories: 1) statistical-based, 2) time-based, 3) frequency-based,
4) distribution-based, and 5) behavioral-based. Some of the proposed features for network
classification have already been used in other fields of science, such as music classification
[135, 206, 232]. A detailed description, including mathematical equations, of the entire
feature set is published on the Zenodo platform [A.20].
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4. Threat Detection using Single Flow Time Series Analysis

Statistical-based features are based on the statistical evaluation of the sequence of
observation xti of the Single flow time series. The idea is a statistical description
of data point deviation, i.e., statistical deviation of the packets’ payload lengths.
The statistical-based features contain 26 features, including Mean, Median, Standard
deviation, Pearson SK1 skewness, Percent below mean, Galton skewness, and Average
dispersion.

Time-based features describe the time axis of the unevenly spaced Single flow time
series. For computation time-based features, a two new sequences of times are used:
a sequence of relative times t̂i = ti − t0, i.e., time from the beginning of a flow, and
a sequence of time differences t̄i = ti+1 − ti, i.e., time spaces between packets. The
time-based features contain 9 features, including Mean relative times, Median of time
differences, and Duration.

Distribution-based features are exported in the extended flow describes the distribu-
tion of data points in the Single flow time series. The distribution-based features
contain 7 features, including Hurst exponent, Normal distribution, Time distribution,
and Stationarity.

Frequency-based features stands on the idea to transform the Single flow time series
into the frequency domain and analyse it. Based on recent research [79,229,260], the
frequency domain has several advantages over the time domain. Frequency domain
analysis is particularly useful for analyzing periodic behaviors because it enables the
examination of individual frequency components and facilitates comparisons of the
frequency content between different time series. Therefore, it is possible to obtain
suitable features for classifying network traffic from the frequency domain. Since
the Single flow time series are unevenly spaced, the Lomb-Scargle periodogram [245]
must be used to transform the time series into a frequency domain. The frequency-
based features contain 20 features, including Power mean, Spectral bandwidth, Spec-
tral flatness, Spectral periodicity, and Spectral zero crossing rate.

Behavior-based features focus on describing the specific set of behaviors exhibited by
the Single flow time series. The behavior-based features contain 7 features, including
Significant spaces, Switching ratio, Transients, and Periodicity.

Feature Set Evaluation

The created feature vector contains 69 features that describe the behavior of the Single
flow time series in depth. The thesis author’s paper [A.2] evaluated the applicability of
this feature set on most available datasets and tasks.

Dataset Selection

The publicly available datasets previously used or published in the network traffic classi-
fication domain were explored. Nevertheless, many datasets already contain precomputed
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4.2. Exploration of features based on Time Series Analysis

features and do not include raw packet-based data, which is necessary for the feature
extraction based on TSA. Thus, the datasets of raw packet captures (PCAP files) were
primarily considered. Together, the 15 well-known network datasets were selected, listed in
Table 4.1, and processed using feature extraction. The processed datasets were published
on Zenodo [A.20].

The selected datasets cover the most important traffic detection (binary) or classifi-
cation (multiclass) tasks: 1) Botnet detection/classification, 2) Cryptomining detection,
3) DNS malware detection, 4) DNS over HTTPS detection, 5) DoS attack detection,
6) HTTPS Bruteforce detection, 7) Intrusion detection/classification, 8) IoT malware clas-
sification, 9) TOR detection/classification and 10) VPN traffic detection/classification.

A baseline is necessary to evaluate the performance of the novel features. The baseline
is the best-performing classifier for each concerned dataset. The recent classifier proposals
(published after 2017) were searched using public research paper databases such as Google
Scholar, IEEE Explore, and ACM Digital Library. More than 300 papers were explored
and selected the best-performing proposals that met the following conditions ensuring
fair comparability: 1) it was a flow-based method, 2) it uses the dataset as a whole and
classifies all the dataset classes and types of samples, 3) does not use IP addresses as input
features2, 4) does not combine the concerned dataset with additional data. The selected
best-performing proposals for both binary and multiclass versions of the classification tasks
for each dataset are written in Table 4.1.

Evaluation Methodology

The features were evaluated by creating a novel classifier for each concerned network clas-
sification task. The classifier creation pipeline is the set of steps that creates the best
final model. Initially, the published datasets were split into Train, Validation, and Test
sets in a ratio of 60:20:20, while maintaining the labeling ratio as in the original datasets.
Furthermore, some additional value sanitation is recommended. For instance, when han-
dling a very short time series, it is necessary to handle “NaN” values. The “NaN” values
were replaced by multiple values: for the distribution features with 0.5, for the frequency
features with -1, and for the remaining features with 0. The source codes of the whole
classification pipeline, including the pre-processing, are available at GitHub3.

In the validation phase, the optimal ML algorithm was selected. The 14 well-known ML
algorithms were tested, including Random Forest, K-Nearest Neighbors (k-NN), or Support
Vector Machines (SVM); nevertheless, the XGBoost algorithm achieved the best perfor-
mance among all of the evaluated classification tasks. After selecting the algorithm, the
best hyperparameters of the model were searched to achieve optimal performance on each
dataset while avoiding overfitting. The hyperopt library [29] was used to tune the follow-
ing hyperparameters: n estimators, max depth, gamma, reg alpha, min child weight,
and colsample bytree.

2The concerned datasets are mainly lab-created; thus usage of IP addresses is not considered—in this
case—as a good practice due to dataset overfitting as described by Behnke et al. [27]

3https://github.com/koumajos/ClassificationBasedOnSFTS
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Table 4.1: Description of Single flow time series datasets created from original datasets.

Binary classification

Labels [%] Sizes of datasets

Task Original dataset False True Train Val Test

Botnet CTU-13 [74] 88.57 11.43 194,928 83,540 50,000
Crypto CESNET-MINER22 [180] 64.97 35.03 1,417,433 607,470 1,075,576
DNS Mal. CIC-Bell-DNS-2021 [152] 96.04 3.96 3,761 1,613 1,000

CIC-DoHBrw-2020 [158] 69.48 30.52 623,952 267,408 100,000
DoH

DoH Real-world [106] 1.52 98.47 3,564,331 1,527,571 500,000
DoS Bot-IoT [125] 97.40 2.59 2,106,874 902,946 1,000,000
BF HTTPS Brute-force [146] 95.71 4.29 646,366 277,014 100,000

Edge-IIoTset [65] 92,95 7,05 827,557 354,668 250,000
IoT-23 [71] 24.56 75.44 2,492,447 1,068,192 500,000IoT Mal.
TON IoT [163] 0.31 99.69 2,077,190 890,224 500,000
CIC-IDS-2017 [213] 77.60 22.40 1,182,652 506,850 500,000

IDS
UNSW-NB15 [164] 96.50 3.50 954,370 409,016 584,309

TOR ISCX-Tor-2016 [132] 98.99 1.01 19,200 8,229 11,756
ISCX-VPN-2016 [57] 90.54 9.46 135,715 58,164 50,000

VPN
VNAT [109] 96.61 3.39 23,380 10,020 10,000

Multiclass classification

Sizes of datasets

Task Original dataset Train Val Test

Botnet CTU-13 [74] 106,212 45,519 25,000
CIC-IDS-2017 [213] 1,392,651 596,851 200,000

IDS
UNSW-NB15 [164] 954,370 409,016 584,309
Edge-IIoTset [65] 827,557 354,668 250,000

IoT Mal.
TON IoT [163] 2,252,190 965,224 250,000

TOR ISCX-Tor-2016 [132] 70,557 30,239 20,000
ISCX-VPN-2016 [57] 12,655 5,423 5,000

VPN
VNAT [109] 23,380 10,020 10,000

The hyperparameter search was performed using the training and validation datasets.
The best values of the hyperparameters were selected based on the F1-score measure on
the validation dataset. The final performance of the classifier on each dataset was obtained
by evaluating the model trained on the training part on the test part. The test part was
not used during any stage of the classifier design, ensuring the fairness of model evaluation
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Table 4.2: Final results (in %) of binary classification. The green-colored cells represent
results where the proposed approach is significantly (by 1% or more) better than the
best related work. Red-colored cells represent results where the proposed approach is
significantly worse. Other cells represent similar results.

Binary classification

Task Dataset Method Accuracy F1-score

Stergiopoulos et al. [226] 99.85 99.90
Botnet CTU-13

Proposed approach 99.98 99.93
Plný et al. [181] 93.72 90.59

Crypto CESNET-MINER22
Proposed approach 95.29 93.11
Kumaar et al. [129] 99.19 99.20

DNS Mal. CIC-Bell-DNS-2021
Proposed approach 100.0 100.0
Zebin et al. [271] 99.98 99.91

CIC-DoHBrw-2020
Proposed approach 99.90 99.84
Jeřábek et al. [104] 97.5 98.7

DoH
DoH Real-world

Proposed approach 97.79 98.80
Shagiq et al. [209] 99.99 99.99

DoS BoT-IoT
Proposed approach 100.0 100.0
Luxemburk et al. [144] 99.93 96.26

BF HTTPS Brute-force
Proposed approach 99.99 99.83
Agrafiotis [8] 98.5 95.4

CIC-IDS-2017
Proposed approach 99.89 99.75
Ding et al. [56] 92.39 94.39

IDS
UNSW-NB15

Proposed approach 98.49 98.50
Khacha et al. [118] 99.99 99.99

Edge-IIoTset
Proposed approach 99.99 99.97
Sahu et al. [200] ∼ 96 ∼ 96

IoT-23
Proposed approach 99.86 99.91
Dai et al. [53] 99.29 99.03

IoT Mal.

TON IoT
Proposed approach 99.96 99.98
Sarkar et al. [202] 99.89 99.88

TOR ISCX-Tor-2016
Proposed approach 99.84 96.33
Aceto et al. [6] 93.75 91.95

ISCX-VPN-2016
Proposed approach 94.35 95.48
Jorgense et al. [110] – 98.00

VPN
VNAT

Proposed approach 99.98 99.72

on data that was not seen before.
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Table 4.3: Final results (in %) of multiclass classification. The green-colored cells represent
results where Proposed approach is significantly (by 1% or more) better than best-related
work. Red-colored cells represent results where Proposed approach is significantly worse.
Other cells represent similar results.

Multiclass classification

Task Dataset Method

A
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u
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cy

M
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F
1
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F
1

Maŕın et al. [153] 99.72 76.04 –
Botnet CTU-13

Proposed approach 99.73 82.79 99.73
Kunang et al. [131] 95.79 – 95.11

CIC-IDS-2017
Proposed approach 99.93 83.23 99.92
Ding et al. [56] 90.39 79.64 –

IDS
UNSW-NB15

Proposed approach 95.60 40.22 95.08
Khacha et al. [118] 98.69 – –

Edge-IIotSet
Proposed approach 99.97 89.75 99.97
Tareq et al. [235] 98.5 – 98.57

IoT Mal.
TON IoT

Proposed approach 97.53 81.02 97.51
Yang et al. [266] 96.04 – 95.97

TOR ISCX-Tor-2016
Proposed approach 95.48 79.87 95.20
Dener et al. [55] 89.29 87.83 –

ISCX-VPN-2016
Proposed approach 94.80 91.21 94.77
Jorgensen et al. [110] 96 – –

VPN
VNAT

Proposed approach 98.60 98.88 98.60

Results of Evaluation

The results of binary and multiclass classification are presented in Table 4.2 and Table 4.3.
On most of the binary classification problems, the novel feature set achieved similar or
better performance than the best-performing previous work. Moreover, the novel approach
outperformed eight related works significantly (by more than 1%). However, on the TOR
detection problem, the approach achieved a worse F1-score than the best classifier.

The differences between the TOR classifier published by Sarkar et al. [202] were investi-
gated, and it was found that they used a specially tailored feature vector that also includes
transport ports. Although transport ports are often used in network traffic classification,
the approach intentionally avoids them to maintain the universality of the features. The
classifier often tends to overfit the transport port features, which, in some cases, is not a

40



4.2. Exploration of features based on Time Series Analysis

desired behavior.
When evaluating the performance of the multiclass classification, the approach also

outperformed most of the best-performing classifiers. Specifically, in five out of eight cases,
the approach achieved a classification performance increase of more than 1%. However, in
TON IoT and UNSW-NB15 cases, a slight decrease was observed.

The best-performing classifier of TON IoT published by Tareq et al. [235] is based on a
2D Convolutional Neural Network (CNN) with very long packet-length data (SPLT with all
packets from the connection) organized in the image. The SPLT data provide the classifier
with an opportunity for high-quality feature extraction, enabling accurate classification.
Nevertheless, the long SPLT cannot be exported in real-world deployment scenarios due
to the technical limitations of the flow exporters.

Besides, Ding et al. [56] achieved better results with Intrusion Detection System (IDS)
classification using the UNSW-NB15 dataset. According to the analysis, the better results
are attributed to a high-class imbalance in the dataset. Ding et al. thus proposed tech-
niques for dealing with the imbalance ratio between classes. In this case, the approach did
not incorporate any imbalanced learning techniques into the classifier design pipeline to
maintain comparability with previous works, as most related works do not employ such
techniques.

As shown in Table 4.2 and Table 4.3, the proposed feature vector proved to be universal
and performed well on all relevant tasks. The slight reduction in accuracy in some cases
was expected since universal features cannot compete with specially tailored ones; however,
the performance reduction is considered, especially in the case of TOR or TON IoT, as
a good tradeoff for universality and the possibility of deploying all the network classifiers
behind a single flow monitoring device.

Feature importance

The average feature importance is presented in Figure 4.3. On average, the best features
are basic statistical features and, surprisingly, the Transient feature, which is important
mainly in Botnet and IoT malware detection. Furthermore, the average feature importance
was computed for each category of features (see Figure 4.4), and most categories have equal
average feature importance. Only the frequency-based category has a minor significance
in the average. However, one of the frequency-based features, Min power, is in the top ten
best features.

Discussion

The proposed feature vector achieves comparative performance with the best-performing
related works across 15 datasets in both binary and multiclass classification. Moreover,
the best-performing related works were typically designed specifically for the evaluated
tasks. Therefore, they have a significant advantage compared to the proposed feature
vector. Nevertheless, the proposed feature vector based on TSA of Single flow time series
achieved comparable results, making it universal across tasks and datasets.
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Figure 4.3: Average feature importance of the presented feature set

Figure 4.4: Average feature importance of each feature category

However, the proposed feature vector also has some limitations. The proposed feature
vector contains 69 features, resulting in a flow record of 337 bytes. The classical flow has
61 bytes. Therefore, the proposed feature vector enlarges the flow size by more than 4.5
times. Network telemetry plays an important role in classifying network traffic. It is not
enough to have a classification method that has excellent classification results. There is
also the need to consider the network load of telemetry required for classification. Creating
a balanced method in the size of network telemetry and classification results is necessary
for practical reasons.

For this purpose, experimentation with feature set reduction was conducted to identify
an ideally small number of features that perform well, as measured by the loss or gain in
classification results. Furthermore, the feature set was reduced to a subset suitable for all
presented problems, including multiclass scenarios.

Feature importance was evaluated on all 23 models presented in Table 4.1. It was
observed that most binary problems primarily utilize statistical-based features. In contrast,
frequency-based and distribution-based features were found to be the least important,
yielding results that were approximately the same. However, for multiclass classification,
frequency and distribution features were found to play an important role.

From the feature importance evaluation, 10 unique feature sets were obtained, each
containing 10 features. These feature sets were used as input for the classification pipeline.
Consequently, results were computed for each binary/multiclass problem and feature set;
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specifically, 23×10 = 230 best models were created and evaluated4. Based on these results,
the 10 feature sets were compared using statistical average and standard deviation. Similar
results to those achieved with the original 69-feature set were obtained by the best feature
set.

The selected best feature set contains the following features, sorted by importance:
Spectral kurtosis, Periodicity, First quartile, Benford’s law, Spectral energy, Median of time
differences, Min, Third quartile, Min minus max, and Directions.

This feature set was combined with fields from a classic IP flow that are not network or
device-dependent, such as flow duration, the number of packets and bytes, and the number
of packets and bytes in the reverse direction. The resulting classification performance
reduction is shown in Table 4.4. The primary loss in classification results is attributed
to the multiclass classification of Tor traffic, where the feature set performs significantly
worse. Nevertheless, the average accuracy reduction across all use cases is less than 0.11%.

Table 4.4: Comparison of full feature set and best-performing reduced feature set. The
comparison is done by average loss of classification Accuracy and F1-score (in %).

Average Accuracy F1-score

Overall Macro -0.03 (± 0.70) -0.08 (± 2.01)
Binary — -0.11 (± 0.29) -0.09 (± 0.24)

Macro 0.02 (± 1.32) 0.06 (± 3.60)
Multiclass

Weighed 0.02 (± 1.32) -0.19 (± 0.99)

As shown, the feature vector can be significantly reduced to the 10 feature with a
size of 101 bytes. The reduced feature vector does not lose significant performance across
all datasets and tasks. Therefore, it is deployment-ready telemetry. It is true that a
flow containing SPLT with 30 packets has 421 bytes, which is larger than a flow with a
non-reduced feature vector. However, SPLT does not require computation and memory-
intensive operations. The resource requirements are another limitation of this feature
vector, which remains even for the best-performing reduced feature vector. This limitation
makes it non-deployable in high-speed networks where a large number of flows occur per
second, and was further addressed in the thesis author’s paper [A.3] by proposing NetTiSA
flow.

4.3 NetTiSA flow

Features based on time series analysis are an ideal candidate for universal feature vectors
as published in the thesis author’s study [A.2]. Nevertheless, the previous features were

4The total number of models evaluated in the validation phase for picking the best model was even
higher, in the order of magnitude 2,500.
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computationally and memory-intensive, which prevented their deployment in high-speed
networks. Therefore, the thesis author’s paper [A.3] further explores the possibility of
lightweight TSA that would enable deployment in all network infrastructures, including
those with large and high-speed capabilities. The proposed feature set is exported in the
novel extended flow, known as NetTiSA (Network Time Series Analysed) flow.

Features Description

The NetTiSA classification features are categorized into three groups based on computa-
tion. The first group of features is based on classical bidirectional flow information. The
second group comprises statistical and time-based features calculated through the TSA of
packet sequences. The third type of features can be computed from the previous groups
(i.e., on the flow collector) and improve classification performance without impacting the
telemetry bandwidth.

Flow features contains classical bidirectional flow information. However, the use of IP
addresses and transport ports is explicitly omitted, since including them in the feature
vectors is generally considered a bad practice, as described by Behnke et al. [27]. The
flow features are: Packets, Packets in reverse direction, Bytes, and Bytes in reverse
direction.

Single flow time series features are exported in the extended part of the flow. All of
them can be computed (exactly or approximately) by online computation without
saving the Single flow time series into memory, which is necessary for keeping memory
requirements low. It contains the following features: Mean, Min, Max, Standard
deviation, Root mean square, Average dispersion, Kurtosis, Mean of relative times,
Mean of time differences, Min from time differences, Max from time differences, Time
distribution, and Switching ratio.

Features computed at the collector are computed from the previous two groups be-
fore the classification itself. Therefore, they do not influence the network telemetry
size, and their computation does not put additional load on resource-constrained flow
monitoring probes. The NetTiSA flow combined with this feature set is called the
Enhanced NetTiSA flow and contains the following features: Max minus min, Percent
deviation, Variance, Burtiness, Coefficient of variation, Directions, and Duration.

Feature Extraction

Flows with all proposed features were extracted from every PCAP from datasets listed in
Table 4.1. The flow extraction process was set with 300 seconds of active timeout and
65 seconds of inactive timeout5. Moreover, when a feature could not be computed (such

5If no packet is observed within the “inactive timeout” period, the flow is considered terminated. Flows
longer than the “active timeout” are split and are exported every time this timeout elapses.
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Figure 4.5: Comparison of binary classification by best-related works, complete feature set
based on TSA of Single flow time series and Enhanced NetTiSA flow. The SFTS acronym
in the legend stands for Single flow time series.

as Standard deviation or Switching ratio) due to a lack of data in short single-packet
flows, its value was set to 0. Finally, the datasets of flow data extended for Enhanced
NetTiSA features were split6 into a standard train, validation, and test parts, same as
the previous approach (see Table 4.1), and the created datasets were published using the
Zenodo platform [A.21] to facilitate reproducibility.

Results of Deployable Approach

The performance of the classifier trained on the novel Enhanced NetTiSA features is al-
ways compared with the best-performing classifier from the related work. Moreover, the
performance is also compared with the original feature set.

Binary Classification

The results of binary classification are graphically presented in Figure 4.5. Detailed results
can be seen in the published thesis author’s paper [A.3]. The classification based on the
Enhanced NetTiSA feature set achieved mostly similar or better results than the best-
performing classifier from related works. On six binary classification tasks, the Enhanced
NetTiSA features performed significantly better, achieving more than a 1% increase in
the accuracy measure or F1 score compared to related works. Nevertheless, with the TOR
detection problem, Intrusion detection on the UNSW-NB-15 dataset yields a slightly worse
F1 score than the best-performing classifier from related work.

Related works of intrusion detection on the UNSW-NB-15 dataset were investigated be-
cause the classifier published by Nawir et al. [169] performed significantly better in F1-score

6Stratified sampling was used to ensure that the original ratio of label classes remains in the split
parts.

45



4. Threat Detection using Single Flow Time Series Analysis

(by 5.75%). However, their accuracy is significantly worse than that of Enhanced NetTiSA
(by 4.85%). The increased F1 score can be attributed to the application-layer-based fea-
tures (such as those from HTTP headers) that would not be applicable in encrypted traffic
analysis.

Also, the difference between the TOR classifier was investigated. The Dai et al. [53]
extends flow data for the first 32 packets and also 600 bytes of payload. The payload
information gives the classifier an advantage since it can fit the unencrypted Transport
Layer Security (TLS) handshake data. Since the TOR usually does not use some common
TLS extensions, e.g., Server Name Indication (SNI), the TOR TLS handshakes in the
dataset are specific and easily recognizable by payload-based analysis. Nevertheless, the
raw payload data gives Dai et al. an advantage, resulting in larger telemetry records.

The Enhanced NetTiSA discriminative performance is also compared with universal
TSA of Single flow time series features proposed in the thesis author’s paper [A.2]. In
Figure 4.5 is visible that the results are mostly similar. The previous features show signifi-
cantly better discriminative performance (in terms of the F1-score) in the ISCX-VPN-2016
and UNSW-NB-15 datasets. Nevertheless, the NetTiSA significantly outperformed the pre-
vious feature set on the CESNET-MINER22 dataset. The overall comparison of the binary
classification is summarized in Table 4.5.

Multiclass Classification

The results of multiclass classification are presented in Figure 4.6. Similarly, as in binary
classification, the Enhanced NetTiSA features proved to be discriminatory in the multiclass
classification. It outperformed most of the best-performing classifiers proposed in related
works. Specifically, in five out of eight cases, the Enhanced NetTiSA features achieved a
classification performance increase of more than 1%. However, it observed a slight decrease
in two cases—TON IoT and TOR cases.

The best-performing classifier of TON IoT published by Tareq et al. [235] is based on
a 2D CNN with very long packet-length data (SPLT with all packets from the connection)
organized in the image. The SPLT data provide the classifier with an opportunity for high-
quality feature extraction, enabling accurate classification. Nevertheless, the long SPLT
cannot be exported in real-world deployment scenarios due to the technical limitations of
the flow exporters. Furthermore, although the Tareq et al. [235] achieves slightly better
accuracy and weighted average F1-score (by almost 2.5%), they only achieved 52.2% macro
average F1-score, which is 30.62% less than the classifier that uses the Enhanced NetTiSA
feature set.

Similarly, as in the binary classification of TOR, Dai et al. [53] achieved a better Macro
average F1-score with TOR of 86.77%, while the classifier trained with NetTiSA achieved
only 79.87%. Nevertheless, the raw payload data results in larger telemetry records.

In comparing the Enhanced NetTiSA with the previous feature set, it can be seen that
the novel Enhanced NetTiSA performs significantly better in four out of eight evaluated
cases. In only one case—TON IoT—the novel Enhanced NetTiSA features performed
significantly worse (approx 1.5% lower Accuracy Weighted average F1-score). The overall
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Figure 4.6: Comparison of multiclass classification by best-related works, complete feature
set based on TSA of Single flow time series and Enhanced NetTiSA flow. The SFTS
acronym in the legend stands for Single flow time series.

Table 4.5: Comparison of average results of binary and multiclass classification based on
NetTiSA flows with classification based on all features generated using TSA of Single
flow time series. Comparison is made by the average and standard deviation of each
classification metric across all datasets (in %).

Binary classification Accuracy F1-score

NetTiSA 99.48 (±0.840) 98.13 (±3.167)
TSA of Single flow time series 99.02 (±1.772) 98.74 (±2.026)

Difference 0.45 (±1.154) -0.61 (±2.681)

Multiclass classification Weighted avg. Macro avg.
Accuracy F1-score F1-score

NetTiSA 98.03 (±2.098) 86.34 (±8.267) 98.06 (±2.186)
TSA of Single flow time series 97.70 (±2.025) 80.87 (±16.480) 97.59 (±2.140)

Difference 0.32 (±1.308) 5.47 (±8.845) 0.46 (±1.477)

comparison with the previous approach is shown in Table 4.5. It can be seen that, in
multiclass classification, NetTiSA performs on average better in all performance metrics.

Discussion about Feature Discriminative Performance

Despite the expected performance drops, due to the universality of the feature set, the
discriminative performance of Enhanced NetTiSA features is considered very good and
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comparable with the best-performing proposals from the State of the Art (SOTA). In
only four cases out of 23, the classifier performed more than 1% worse than the related
work. Nevertheless, the reason behind the reduced accuracy was always investigated and
explained. The higher accuracy in related works often stemmed from large telemetry sizes
or higher complexity of feature computations.

Network Telemetry Size Comparison

The size of the input feature vector is crucial, especially in commercial deployments. A
larger feature vector places additional stress on the monitoring infrastructure—the col-
lectors and detectors must process more data. Moreover, in the case of flow monitoring
infrastructure, the large amount of telemetry also utilizes bandwidth that could be other-
wise used by customers [90]. Therefore, the sizes of network telemetry used as the input
for the classification are compared across all the concerned tasks.

To form a reference point, the size of a classical IP flow record is established. A classical
IP flow is defined as a combination of a flow key (Source IP, Destination IP, Source port,
Destination port, Protocol) and a tuple of six values (the Number of packets and bytes
in the flow in both directions, as well as the first and last packet timestamps). Thus, the
transfer of this classical IP flow requires 21 bytes for the flow key and 40 bytes for the
6-tuple value, resulting in a total of 61 bytes.

Most approaches extend the flow to include additional data, which naturally results in
a size increase. The flow records used by the best-performing classifiers on each evaluated
classification task are analyzed to establish their input flow record size. When the datatypes
were not specified, four-byte integers and four-byte floats are assumed for the record size
calculation.

The results of the analysis are presented in Figure 4.7. It can be seen that NetTiSA
requires almost the smallest flow records of 113 bytes (an increase of only 52 bytes com-
pared to classical IP flow records). Most of the approaches require at least twice the flow
extension. The only approach that utilizes smaller flow records is the one proposed by
Jeřábek et al. [104], which compensates for the limited amount of information with active
probing.

Discussion about Telemetry Size

The Figure 4.7 also shows that most approaches do not consider the telemetry size as an
important factor. For example, the Jorgense et al. [109] on the VNAT dataset requires 3,673
bytes on a single flow record—their records would consume around 29 Gb of bandwidth
per millions of flow. Such a bandwidth requirement makes the approach hardly deployable
since the large ISP network can generate more than a million flow records per second.
Compared to 29 Gb, NetTiSA flow consumes only 904 Mb per million flows. The traditional
IP flow record requires only 488 Mb per million flows. Nevertheless, since the NetTiSA flow
bandwidth fits into 1 Gbps lines, even with 1 million flows per second, its telemetry size is
considered acceptable even in a large infrastructure.
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Figure 4.7: Comparison of telemetry size of best-related works, complete feature set based
on Time Series Analysis of Single Flow Time Series and NetTiSA flow. The SFTS acronym
in the legend stands for Single flow time series.

Impact of Features Calculation

To establish the feasibility of NetTiSA features in high-speed infrastructures, the perfor-
mance impact of NetTiSA flow features calculation was also measured. Therefore, the
feature calculation was implemented into the flow exporter ipfixprobe. The ipfixprobe is
a high-performance flow exporter written in C++, that is capable of monitoring 100 Gbps
backbone lines. It supports multiple input types, from traditional slow interfaces such
as libpcap to high-speed Data Plane Development Kit (DPDK) [69] inputs for ISP-based
monitoring.

The plugin-based architecture of the ipfixprobe was leveraged, and NetTiSA flow was
implemented as the process plugin with the same name. For each flow, the online compu-
tation of each feature is performed by the plugin.

Regarding operation memory, 15 floats are stored in the memory for each flow by the
NetTiSA feature computation, resulting in 60 bytes per flow. Moreover, with the arrival
of each new packet, the plugin performs 23 mathematical operations and five comparisons.
Additionally, 20 mathematical operations are performed before the flow is exported.

For the comparison, the ipfixprobe exporter was measured without the flow extensions
(classical flows), and with three flow extensions: 1. the flow containing SPLT of length 30
packets (the pstats plugin in ipfixprobe), 2. proposed NetTiSA flow, and 3. an additional
ipfixprobe process plugin was also implemented, that computes the previous time series
analysis features. The plugins have been tested in two environments. In the lab-traffic
environment, a stress test was conducted, and the limits of the exporters were evaluated
using artificially generated data. In the real-traffic environment, anonymized PCAPs cap-
tured at the backbone ISP network were utilized, and the exporters were tested using real
network data.
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Figure 4.8: Measuring setup

Performance with Lab-traffic Environment

First, the performance is measured within the lab-traffic environment. For this purpose,
a Spirent test server was utilized. Network traffic is generated by the Spirent test server
according to specified parameters, thus performing stress tests of network devices. The
packets were transmitted to the server with the ipfixprobe exporter, which was instantiated
with the DPDK input plugin to allow high-speed packet processing. The measuring setup
is shown in Figure 4.8.

As mentioned above, only the overall performance, which depends on the flow length, is
of interest. Therefore, three constraints were defined to remove the influence of the input
part of the exporter and flow cache as much as possible:

1. Uniformly randomized packet sizes were used, ranging from 80 to 1400 bytes,
to maintain variable data for processing.

2. The traffic was limited to only a single network flow. The influence of other
parts in the exporter (such as cache misses and collisions) is removed by the single
flow stress test, allowing a focus on the processing plugin performance and memory
requirements. The flow cache is forced to flush every five seconds to ensure that more
than one flow is exported during the measurement. The measurement time is always
60 seconds; thus, the count of the exported flows should be exactly 12 (60/5 = 12).
The number of packets/bytes in the flow is then regulated by setting frames generated
per second.

3. Only one input DPDK thread was set since the measurement was performed
in an environment where a specific single flow is always mapped to the same DPDK
queue. Thus, the use of multiple threads would be redundant.

As can be seen in Figure 4.9, the exporting of NetTISA and SPLT features is comparable
to classic IP Flow, and no performance drop is observed. On the other hand, the TSA of
Single flow time series plugin lags behind (performance-wise) from every perspective. In
the top left chart, the maximum throughput of the exporter was estimated based on the
used plugin. The exporter is saturated relatively early in terms of frames per second—
the input part of the exporter is saturated at approximately 500,000 frames per second.
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Figure 4.9: Results of performance and memory requirements comparison using Spirent
test server. The SFTS acronym in the legend stands for Single flow time series.

After that, no throughput gain can be seen. However, it can be observed that the TSA
of Single flow time series causes saturation much earlier, and a throughput better than
approximately 200 Mbps cannot be obtained.

In the top right chart, a metric called real-time per flow was used, which represents the
time required for processing a single flow. This cannot be less than 5 seconds due to the
flow cache timeout. As is shown, all plugins except TSA of Single flow time series behave
reasonably—their processing time does not excessively exceed 5 seconds.

The bottom-left chart complements the second chart. It shows how many flows can be
exported by the plugin—the maximum is 12, which means only the TSA of Single flow
time series cannot export all available flows when frames per second are equal to or larger
than 100,000.

In the bottom right chart of Figure 4.9, it is seen that the memory performance follows
the computational performance regarding trends across all measured plugins. This mea-
surement method was based on recording the maximum memory allocated by the exporter.
Thus, besides the actual measured plugin, the overhead of the exporter was included. Since
the processed data was identical, this overhead can be assumed to be comparable and thus
detectable throughout the whole measurement.
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Performance on Captured Real Traffic

For performance measurement on captured real traffic, three types of PCAP files were
used for memory utilization: 1. Short flows – only flows with 30 or fewer packets, i.e., flows
that are fully captured by SPLT, 2. Long flows – only flows with more than 30 packets,
3. Anonymized and payload-less CESNET2 captures – captures of a real office environment
of a subnetwork inside the ISP CESNET2 network.

The performance comparison in processing time for each feature type computation is
shown in Table 4.6. Expected behavior in performance on the real traffic captures can
be observed. It must be noted that the processing time is influenced by the loading
of packets from the PCAP file (the processing time of the same number of packets in
deployment into a real network environment is much faster). The Classical IP flow has the
best performance because the fewest operations are performed; the SPLT flow performs
extra assignments into memory (max 30 times), and the NetTiSA flow performs several
extra mathematical operations when a new packet arrives. Thus, these three types of flows
are sorted by performance as: 1. Classical IP, 2. SPLT, and 3. NetTiSA flow. However, the
difference in performance between them is not significant. Furthermore, the performance
of the computation of features generated by the TSA of Single flow time series requires
a significant amount of computation, resulting in a substantial decrease in performance
compared to other types of flows.

Table 4.6: Performance comparison on real traffic by using captured PCAPs. The SFTS
acronym in the legend stands for Single flow time series.

Number of Processing time [s] of
PCAP

packets flows Classic IP SPLT NetTiSA TSA of SFTS

Short flows 3.3m 24,6k 1.0 1.0 1.2 67.0
Long flows 139.2m 1.3k 40.4 44.3 45.0 877.1
CESNET2 26.6m 213.3k 7.7 8.1 9.6 523.1
captures 130m 1m 38.5 41.7 47.6 2563.9

The results of the memory requirements for each set of feature computations are shown
in Table 4.7. Similarly to the performance measurement, packet captures (pcaps) from a
real CESNET2 ISP network were used. The results are provided as the mean and standard
deviation of memory usage per second. Several points can be observed from the results:
1. The number of packets in a flow does not influence the memory requirements of the
feature computation for Classical IP, SPLT, and NetTiSA flows. 2. The number of flows
does not highly influence the memory requirements of the feature computation for Classical
IP and NetTiSA flows; however, the SPLT flow is influenced by it. 3. The TSA of Single
flow time series feature computation has memory requirements that are highly influenced
by the number of packets in the flow (saving the time series into memory requires dynamic
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allocation). 4. The standard deviation shows that Classical IP, SPLT, and NetTiSA flows
are highly stable in memory requirements, but the TSA of Single flow time series is highly
unstable because of the freeing of large vectors of payload length and times after the
exportation of the flow. 5. The difference between the memory requirements of the TSA
of Single flow time series on Short and Long flows is substantial (ranging from 26.5 MiB
per 1k flows to 5.24 GiB per 1k flows).

Table 4.7: The comparison of memory usage per second of input PCAPs processing. The
comparison is done by mean and standard deviation. The SFTS acronym in the legend
stands for Single flow time series.

Number of Mean memory usage per second [MiB] of
PCAP

packets flows Classic IP SPLT NetTiSA TSA of SFTS

Short flows 3.3m 24,6k 30.2 (±0.0) 36.8 (±3.1) 31.0 (±0.4) 653 (±615)
Long flows 139.2m 1.3k 30.1 (±0.0) 30.5 (±0.3) 30.2 (±0.0) 6982 (±7093)
CESNET2 26.6m 213.3k 30.1 (±0.0) 40.9 (±1.6) 31.5 (±0.2) 2632 (±4758)

captures 130m 1m 30.2 (±0.0) 41.7 (±0.8) 31.6 (±0.1) 3847 (±5855)

Discussion about the performance

Since the NetTiSA feature’s computation performance was almost identical to that of
the traditional flow computation, its performance is considered excellent. Moreover, the
NetTiSA plugin has already been deployed in the production CESNET2 network, featuring
eight monitoring probes that handle approximately 200,000 flows per second. Thus, the
NetTiSA is deployment-ready for other flow-based monitoring infrastructure.

4.4 Key Findings and Contributions

This chapter presented the research on network threat detection using Single flow time
series and the development of a high-performance, deployable approach known as NetTiSA.
The key findings in this chapter are:

1. Standard flow-based monitoring often lacks sufficient information for reliable traffic
classification because critical packet-level details are lost during aggregation.

2. Existing flow extensions like SPLT are limited by memory constraints and often fail
to capture information for longer flows, which significantly impacts tasks like TOR
or Cryptomining detection.
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3. A universal feature set containing 69 TSA features was shown to outperform re-
lated works by more than 1% in eight binary classification tasks and six multiclass
classification tasks.

4. Through experimentation, the feature set was successfully reduced to a subset of
10 ideally small features that maintain high performance with an average accuracy
reduction of less than 0.11%.

5. The proposed NetTiSA flow extension is highly efficient for high-speed networks,
requiring only 113 bytes per record and 60 bytes of operational memory per flow.

6. Performance tests in 100 Gbps environments demonstrate that NetTiSA feature cal-
culation is stable and does not cause performance drops compared to classical IP
flows.

7. The NetTiSA approach is deployment-ready and has been successfully integrated
into the production CESNET2 network, handling approximately 200,000 flows per
second.

The results in this chapter suggest a significant advancement in encrypted traffic mon-
itoring. By leveraging TSA, network security tools can regain visibility lost due to en-
cryption without the prohibitive computational costs of traditional TSA methods. The
universality of the NetTiSA features allows for a single monitoring device to effectively
detect a wide range of threats, from Botnets to Virtual Private Network (VPN), even in
high-speed backbone infrastructures. Furthermore, the minimal telemetry overhead en-
sures that enhanced security does not come at the cost of excessive network bandwidth
consumption.
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Chapter 5

Threat Detection using Flow Time
Series Analysis

In this chapter, the threat detection using long-term periodic patterns is described. The
novel method of detecting periodic behaviors was proposed in the thesis author’s pa-
per [A.4]. The Time Series Analysis (TSA) of Flow time series is successfully utilized
for network traffic classification. However, the proposed method mines a limited feature
vector, which cannot distinguish between similar classes in the same category, for example,
different social networks. Moreover, the method requires a significant amount of resources,
which complicates its deployment in real-world networks. Therefore, an enhanced method
was proposed in the thesis author’s paper [A.5]. The enhanced method simplifies detection,
making it more feasible for deployment, and increases the feature vector by incorporat-
ing statistical-based and frequency-based features. The enhanced method was evaluated
on the Cryptomining detection task [A.5] and Command and Control (C&C) detection
task [A.6]. In both cases, the method achieved comparable results with State of the Art
(SOTA). Moreover, the deployment of the enhanced method was further evaluated.

5.1 Motivation

In network traffic, repeated or periodic patterns are frequently observed, arising from the
inherent behavior of specific applications, Application Programming Interfaces (APIs), or
malicious threats. Consequently, analyzing long-term behaviors is essential for effective net-
work traffic monitoring. However, traditional packet-based monitoring is often unfeasible
in modern infrastructures due to the immense traffic volume and the prohibitive resource
requirements necessary for capturing and analyzing large number of packets. Therefore,
analysis of periodic patterns using packet-based analysis is unfeasible.

Flow-based monitoring [195] mitigates these resource constraints by utilizing only ag-
gregated information and statistics regarding communication. Nevertheless, critical behav-
ioral patterns are often lost during this process of aggregation. While numerous research
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works [94, 95, 104, 132, 134, 144, 145, 153, 158, 181, 226, 241, 254] have proposed flow exten-
sions to provide insights into packet-level behaviors, these remain unsuitable for long-term
analysis. Such extensions are typically constrained by active and inactive timeouts that
terminate flows within minutes, or by specific packet limits in extensions like Sequence of
Packet Lengths and Times (SPLT).

As both standard packet-based and existing flow-based approaches are inadequate for
analyzing long-term repeated or periodic patterns, the thesis author’s publications [A.4,
A.5,A.6] address this gap through the use of Time Series Analysis (TSA) applied to Flow
time series. This approach enables the identification of repeated or periodic patterns across
multiple flow records belonging to the same generating process, estimated via Network
dependency. This methodology simultaneously addresses the problem of excessive data
volume and the loss of long-term behavioral patterns. The data volume is managed through
flow-based aggregation, while the loss of behavioral patterns is mitigated by analyzing
sequences across multiple flows.

5.2 Periodic Behaviors

Two distinct types of periodic behavior are identified within the Flow time series extracted
from network traffic. These patterns provide critical insights into the underlying nature of
the generating process.

The first type of behavior is defined by the periodic repetition of a consistent volume
of data over highly stable time intervals. This periodic behavior is called Clear. Although
the time intervals may exhibit minor fluctuations due to processing delays at the source
or jitter within network components, the overall variance remains minimal. An example
of this highly deterministic behavior is illustrated in the time series of the Mirai malware
communication shown in Figure 5.1. As observed in the figure, the number of packets and
bytes remains constant across the entire observed period, resulting in a predictable and
horizontal pattern. Such behavior is characteristic of automated botnet activities, such as
heartbeats or Command and Control (C&C) polling, where the communication overhead
is fixed.

The second type of behavior involves data points that are distributed periodically in
time, similar to the first type, but where the volume of data varies between individual
transmissions. This variance is typically influenced by the dynamic nature of the message
content or application state. This type of periodic behavior is generated by processes
that communicate at regular intervals, such as updates, synchronization, or background
telemetry. This periodic behavior is called Sinusoidal.

An example of this behavior is presented in Figure 5.2, which displays the time series
of the social network Facebook. In this instance, while the packets are sent at relatively
regular intervals, the byte counts exhibit noticeable fluctuations. These variations represent
the difference between simple “keep-alive” messages and larger data exchanges, such as
notification updates or state synchronization. Identifying these patterns allows for the
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Figure 5.1: Periodic behavior of a time series of the malware Mirai. The plot demonstrates
a highly stable pattern where both packet counts and byte volumes remain constant over
time. This periodic behavior is called Clear.

Figure 5.2: Periodic behavior of a time series of the social network Facebook. While the
communication frequency remains periodic, the volume of bytes and number of packets
fluctuate based on the specific content being synchronized. This periodic behavior is called
Sinusoidal.

differentiation between strictly automated malicious scripts and more complex, yet still
periodic, legitimate application background traffic.

5.3 Detection of Periodic Behaviors

To detect both types of periodic behaviors in network traffic, the usage of mathematical
tools is necessary to detect periodic behaviors in the time series. The use of the engi-
neering method, which would be possible for finding the first periodic behavior—constant
periodicity—is not feasible due to noise in the data.

The analysis of unevenly sampled time series must compute not only the values of the
data points but also their corresponding times. Unfortunately, most time series analy-
sis methods specialize in evenly sampled time series, which are prevalent in many areas.
Nevertheless, there are methods to analyse unevenly spaced time series.

The detection of periodic behavior proposed in the thesis author’s paper [A.4] uses the
Lomb-Scargle periodogram, which was defined by Lomb [141] and Scargle [203]. This peri-
odogram can insert different sine signals into an unevenly sampled time series of periodic
behavior and derive frequency and intensity for each, thus creating a periodogram.

The detection of periodic behavior proposed in the thesis author’s paper [A.4] is pre-
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Figure 5.3: Example of Flow time series with Network dependency ff02::1:2(547)-fe80::1
representing communication with the DHCPv6 server. The presented periodic behavior is
the periodic repetition of two flow records with numbers of packets equal to 1 and 6.

Figure 5.4: Lomb-Scargle periodogram applied on Flow time series (Figure 5.3). The red
line at power equal approximately 0.2 is created by the test of significance. All peaks
exceeding this line mark a statistically significant frequency of periodic behavior.

sented on the example of Flow time series shown in Figure 5.3. The overall detection
pipeline will be shown on this example time series. The Lomb-Scargle periodogram ap-
plied on Flow time series (Figure 5.3) is shown in Figure 5.4.

The time series is periodic with period p, if there is a statistically significant peak at
frequency f = 1

p
. It is therefore necessary to use a statistical significance test on the

periodogram. The Scargle’s Significance Test (SST) [70] is suitable for the Lomb-Scargle
periodogram, which can be used to determine whether there is any statistically significant
peak in the periodogram using a simple formula and also to find out whether a particular
peak is statistically significant. The SST test of significance applied to the periodogram
shown in Figure 5.4 is marked with the red line in the figure.

The SST uses the Cumulative Distribution Function (CDF) of Lomb-Scargle peri-
odogram powers (PLS), which is defined as probability P [PLS > z]. As the observed power
z becomes larger, it becomes exponentially less likely to be produced by pure noise. Then
the observed power level is more likely due to an original deterministic (i.e., non-noise)
feature in the time series [70].

The SST is performed for threshold value Significance level, which defines the tested
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Figure 5.5: Autocorrelation function of the Flow time series (Figure 5.3) variable number
of packets.

value:

z = max(PLS) ∗ Significance level (5.1)

The probability that z is bigger then rest of periodogram powers PLS is computed by
the equation:

P [PLS > z] = 1 − e
− z

σ2
PLS (5.2)

If P [PLS > z] is larger than or equal to the threshold value Percentage level, then the
time series contains periodic behavior. The smaller the Significance level is, the stricter
the periodic detection. Moreover, the bigger Percentage level is, the stricter the periodic
detection.

However, in the periodogram, there are usually many frequencies with peaks that repre-
sent the same periodic behavior with a larger period. For example, the period p = 2 which
causes a peak at frequency f = 1

2
, also causes peak at frequency f = 1

4
, f = 1

6
, f = 1

8
, and

so on. Nevertheless, the other frequencies have different power on the periodogram.
First, the candidate p must be decided in order to confirm the periodicity of it using

Scargle’s CDF test applied on corresponding frequency f = 1
p
. The candidate is selected

based on an autocorrelation function. However, the autocorrelation function does not
account for time in its processing, so it is applied only to the values in the series, and time
is neglected. An example of applying the autocorrelation function to the variable number
of packets of the Flow time series (Figure 5.3) is shown in Figure 5.5.

The candidates on periodicity are selected based on the distances between the peaks
of the autocorrelation function. The histograms of distances between the autocorrelation
function’s peaks are created for each variable of the Flow time series (i.e., number of pack-
ets, number of bytes, time difference between intermediate data points of time series). The
histograms for each variable for the Flow time series (Figure 5.3) are shown in Figure 5.6.

The result is a set of candidates for periodicity that significantly appear in all his-
tograms, which can be verified subsequently using the Lomb-Scargle periodogram and the
Scargle’s CDF test. In the example shown in Figure 5.6, period p = 2 is chosen as the
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Figure 5.6: Histograms of distances between peaks of the autocorrelation functions applied
on variables of the Flow time series (Figure 5.3).

Figure 5.7: Methodology of periodicity detection approach proposed in the thesis author’s
paper [A.4].

candidate, and a statistically significant peak is then found in the vicinity of the frequency
f = 1

2
in Lomb-Scargle periodogram (Figure 5.4). Thus, the period is confirmed in the

example.

A natural description of periodic behavior from Figure 5.1 is Number of flow records that
periodically repeat, Time period, Number of packets which repeat, and Number of bytes
which repeat. However, these attributes cannot perfectly describe the different periodic
behavior in Figure 5.2 due to its higher variability and noise. Therefore, Boundaries of
the interval of the data points are used for this type of periodic behavior. The boundaries
embody most of the data points of periodic behavior for each time series variable.

In general, Network dependencies may not always split traffic into ideal Flow time
series, as described before; it is the estimation that could fail. Therefore, a single Flow
time series may exhibit multiple periodic behaviors. Therefore, in the methodology, after
successfully detecting periodic behavior, a check is made to determine if the time series
contains other periodic behavior. The diagram of the whole method is shown in Figure 5.7.
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5.4 Classification of Applications, Services, and Operat-
ing Systems

In the thesis author’s paper [A.4], the usability of the proposed periodicity detection ap-
proach was evaluated in a multiclass classification task focused on recognizing network
traffic.

Dataset

The dataset of attributes for periodic behaviors was created to evaluate the possibility
of using the proposed approach for classifying applications, services, and operating sys-
tems. The dataset contains 26 thousands samples divided into 61 classification classes.
As a traffic source for the dataset creation, multiple publicly available datasets were
used: [67], [217], [50], and [68]. Additionally, the dataset also contains the traffic of
CESNET2, the traffic of the Network monitoring laboratory at FIT, the Czech Technical
University in Prague, several home networks, and the communication of Android mobile
devices.

The classification classes of the dataset contains following categories of traffic: social
networks (e.g., Facebook, MS teams, Slack), remote storage (e.g., Google Drive, OneDrive,
Github), updates of operating systems (e.g., windows, ubuntu), antivirus programs (e.g.,
Eset, Avast, Kaspersky), game clients (e.g., Steam, Epic Games, Uplay), network services
and protocols (e.g., Keep-alive, HTTP2 ping, DNS), email browser viewers and clients (e.g.,
Gmail, Outlook), multimedia streaming (e.g., youtube, itunes, spotify), and web browsing
software (e.g., firefox, opera).

Evaluation Methodology

The features of periodic behaviors inside created dataset were evaluated by creating a novel
classifier for a multiclass classification task. The classifier creation pipeline is the set of
steps that creates the best final model. Initially, the dataset is split into training and
testing sets using a 70:30 split, while maintaining a similar labeling ratio in both sets.

In the validation phase, the optimal hyperparameters of Machine Learning (ML) algo-
rithms were selected using a validation set split from the training set. The set of evaluated
ML algorithms is shown in Table 5.1.

Experimental Evaluation

The effectiveness of the proposed periodicity detection was demonstrated through a series
of multiclass classification experiments. The results revealed a significant performance
distinction between the two types of periodic behaviors previously identified.

Traffic characterized by the second type of periodicity, which includes social network
communications such as Facebook, Discord, and TikTok, was found to be more challenging
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Table 5.1: Results of machine learning algorithms in %.

Model Accuracy Precision Recall F1-score

Naive Bayes 8 25 8 4
Logistic Regression 42 19 42 26

kNN 62 62 62 61
Extra Tree 65 66 66 66

Decision Tree 77 77 77 77
Random Forest 89 90 89 88

XGBoost 91 90 90 90

to classify accurately. As illustrated in the confusion matrix in Figure 5.8, substantial
misclassification occurs among social platforms. For instance, while Facebook is recognized
with high confidence (0.96), other platforms like LinkedIn, Reddit, and Twitter show sig-
nificant confusion with the Facebook class, likely due to similarities in background polling
and synchronization patterns.

Nevertheless, system and application-level traffic—such as keep-alive signals, HTTP2
ping messages, and Domain Name System (DNS) queries—align with the first type of
periodicity. These communications exhibit highly stable patterns, as shown in the ex-
ample of the Mirai malware (5.1). In these cases, the classifier is able to recognize each
class with significantly higher accuracy. As seen in Figure 5.9, most services and proto-
cols achieve near-perfect classification scores (often reaching 0.99). Furthermore, it was
observed that accuracy increases proportionally with communication frequency; more fre-
quent background polling provides a denser set of periodic features for the model to analyze.

The evaluation of various machine learning algorithms, summarized in Table 5.1, high-
lights the superiority of ensemble methods. While baseline models like Naive Bayes and
Logistic Regression performed poorly on the complex multiclass dataset, tree-based models
provided robust results. The XGBoost algorithm achieved the highest overall performance
with an accuracy of 91% and an F1-score of 90%, closely followed by Random Forest at
89% accuracy.

5.5 Enhanced Detection of Periodic Behaviors

The method for the detection of periodic behavior from the thesis author’s paper [A.4] is
not feasible for high-speed Internet Service Provider (ISP) networks because it can process
only a small number of time series per second. Therefore, optimizations would be required
for deployment. Moreover, the attributes obtained by the approach cannot distinguish
between similar classes in the same category (for example, different social networks).

In the thesis author’s paper [A.5], an enhanced detection approach was proposed. A
novel and faster periodicity detection pipeline presented in Figure 5.10 is designed for
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Figure 5.8: The confusion matrix for social networks

Figure 5.9: The confusion matrix for services and protocols
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Figure 5.10: Methodology of enhanced periodicity detection approach proposed in the
thesis author’s paper [A.5].

high-speed networks. This pipeline is able to process the whole CESNET-MINER22 [180]
dataset (containing 3 million flows obtained during 3 months) in 5 seconds with proper
precision based on two threshold values of SST.

The previous approach could fail for constant Flow time series, i.e., the same datapoint
occurs periodically. Because the creation of the Lomb-Scargle periodogram results in fail-
ure. Moreover, the constant time series can be easily tested using the histogram approach,
thereby speeding up the detection process. Therefore, an enhanced detection approach
tests if the Flow time series is constant and mark such time series as periodic.

Moreover, the periodic behavior detection pipeline can cause false positives for short
Flow time series. Therefore, the detection pipeline is run only for the Flow time series
with at least 10 datapoints (i.e., flows).

Feature mining

The Flow time series in this method have two time series metrics: the number of packets
and bytes within the IP flow. Furthermore, each datapoint has two time-related pieces

64



5.6. Detection of Cryptomining

of information: the time of transmission of the first packet (tfi) and the last packet (tli).
Moreover, from the time information, two more time series metrics can be created: the
durations and time differences.

The duration for each flow is computed as D = tli − tfi , forming a time series metric.
The time differences are calculated for neighboring flows as Dt = tfi − tli−1

. These time
series metrics and the Lomb-Scargle periodogram are input data for the computation of
features for ML.

In total, the enhanced approach presents 43 features which are grouped into two groups
to describe both Clear and Sinusoidal periodic behaviors. The first group of Clear periodic
behavior features contains: Number of packets, Number of bytes, Duration, and Time
difference. The second group of Sinusoidal periodic behavior features contains pairs of
features as boarders of interval where Sinusoidal periodic behavior occurs. Thus, there is
pair of features representing interval for each features for Clear periodic behavior.

Moreover, the feature set also includes basic statistical properties (Mean, Standard
Deviation, Skewness, and Kurtosis) for each time series metric, resulting in 16 statistically
based features. Furthermore, the Lomb-Scargle periodogram is used to generate the set of
well-known frequency-based features such as Min power, Frequency of min power, Spectral
bandwidth, Spectral centroid, Spectral energy, and Spectral entropy.

5.6 Detection of Cryptomining

In the thesis author’s paper [A.5], the enhanced approach is proposed and evaluated on
the Cryptomining detection task. Cryptocurrencies first appeared in 2008, when Satoshi
Nakamoto published Bitcoin’s whitepaper [166]. Since then, many cryptocurrencies have
been created. A decentralized system of money, where transactions are verified by individ-
uals known as miners and mutual trust is established through cryptography, has quickly
become very popular.

Many cryptocurrencies are based on Proof-of-Work (PoW) mechanisms, which consume
a lot of electricity and processing power. Today, Proof-of-Stake (PoS) mechanisms, which
do not require demanding computations, are becoming popular — Ethereum switched
to the PoS mechanism in 20221. However, PoW is still used dominantly2. Miners use
electricity and processing power to verify transactions (mining), which is rewarded in the
form of crypto coins3.

However, mining can be easily exploited by attackers to gain money and therefore re-
mains in high positions on lists of cybersecurity threats. The Cisco Umbrella Academy
Report from 20214 revealed that 69% of organizations encountered some level of unso-
licited cryptomining. Attackers use “abusive cryptomining” to mine cryptocurrencies on

1https://ethereum.org/en/developers/docs/consensus-mechanisms/pos/
2https://www.forbes.com/advisor/investing/cryptocurrency/proof-of-work/
3https://developer.bitcoin.org/devguide/mining.html
4https://learn-cloudsecurity.cisco.com/umbrella-library/2021-cyber-security-threat-

trends-phishing-crypto-top-the-list
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the victims’ computers. As a result, attackers receive new cryptocurrency coins for free,
while victims incur high electricity bills and sometimes even damaged devices. Further-
more, Cryptojacking [91] is a technique in which mining code (written in JavaScript) is
embedded into a website, and all who visit such a website will become victims of abu-
sive mining. The second way to perform abusive mining is directly through binary-based
mining malware [176]. Such binaries can be delivered in a phishing email or as part of a
regularly downloaded file.

Abusive cryptomining remains an active and commonly employed attack. Therefore,
highly accurate and effective detection methods are still necessary to protect users world-
wide. Existing detection methods utilize ML with basic statistical features derived from
flow-based network telemetry. Nevertheless, actions performed by cryptocurrency miners
repeat periodically, and time-related features such as periodicity are essential in the net-
work classification [158]. At the time of writing the thesis author’s paper [A.5], a method
to detect cryptocurrency miners based on their periodic behavior was missing.

Creating Datasets

In the evaluation of cryptomining detection, experiments were conducted with varying
lengths of the Flow time series by defining the time interval during which the Flow time
series are collected. The chosen time intervals are: 24 h, 12 h, 6 h, 4 h, 2 h, 1 h, 30 m,
15 m, and 10 m. The IP flows were taken from the CESNET-MINER22 dataset, which was
created by monitoring the CESNET2 network infrastructure by ipfixprobe — open-source
flow exporter. The computed Flow time series created from the CESNET-MINER22 [180]
dataset and the datasets of periodic behaviors have been published on Zenodo [A.19].

The number of created Flow time series depends on the size of the time interval. In the
top left graph of Figure 5.11, the number of Flow time series increases with the decreasing
time interval. The number of constant Flow time series achieved the same trend as can be
seen in the bottom left graph of Figure 5.11. However, the top right graph of Figure 5.11
shows the number of tested Flow time series with at least ten datapoints, and it is not
increasing with the same trend.

The number of periodic Flow time series depends on the settings of SST, i.e., Signifi-
cance level and Percentage level. The right bottom graph of Figure 5.11 shows the numbers
of periodic Flow time series for each tested setting. The number of periodic Flow time
series with Significance level equal to 0.1 has the same trend as the number of tested Flow
time series. The number of periodic Flow time series with Significance level equal to 0.01
has a decreasing trend with decreasing time intervals. The number of periodic Flow time
series with a Significance level of 0.001 exhibits a slightly increasing trend with decreasing
time intervals.

Based on the premise that the longer the time interval, the more accurate the periodicity
test should be, and based on the described observation, the correct SST setting should be
Significance level equal to 0.01. Nevertheless, the experiments were performed with the
settings of SST as a hyperparameter in classification to obtain the best classification results.
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Figure 5.11: The figure presents the number of Flow time series, the number of tested Flow
time series, and the number of constant Flow time series and periodic Flow time series in
datasets of periodic behavior created from the CESNET-MINER22 dataset. The number
of periodic Flow time series depends on SST settings.

The classification pipeline uses only flows from periodic Flow time series. The number
of classified flows from non-periodic Flow time series is shown in Figure 5.12. This figure
shows results with SST Significance level set to 0.01 and Percentage level set to 0.99. The
figure also shows that the number of flows inside non-periodic Flow time series increases
with smaller time intervals. Furthermore, the non-periodic Flow time series usually contain
a small count of datapoints, only one in most cases.

Evaluation Methodology

The evaluation methodology is a set of steps that lead to the creation of the best final
model. Firstly, Plný et al. [180] split the CESNET-MINER22 dataset into the Design and
Evaluation parts. The Design part is for creating, tuning, and selecting the best model,
and the Evaluation part is for the one-time evaluation of the best model from the Design
part. This default split avoids overfitting and enables the comparison of results with other
works without variation due to random sampling.
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Figure 5.12: The number of flows that are in periodic and non-periodic Flow time series.

In the design phase, the optimal ML algorithm was selected by testing 11 well-known
ML algorithms, from which XGBoost, LightGBM, and CatBoost achieved similar results.
The XGBoost algorithm was chosen. The experiments ended similarly on each dataset
(different time interval).

After selecting the ML algorithm, the hyperparameters of the XGBoost model were op-
timized to obtain a suitable set that performs well on the dataset while avoiding overfitting.
The hyperopt library [29] was used to tune the following hyperparameters: n estimators,
max depth, gamma, reg alpha, reg lambda, min child weight, and colsample bytree. This
tuning phase yields the optimal settings for the hyperparameters of the XGBoost classi-
fier. In the design phase, the best models were picked for each dataset. The best models
for each time interval were selected based on the evaluation metrics: Accuracy, Precision,
Recall, and F1-score.

After the design phase, the selected models were evaluated on the Evaluation part
of the CESNET-MINER22 dataset. The source code of the classification pipeline and
experiments is published on GitHub5.

Experimental Evaluation

The best results for settings Significance level equal to 0.1 and Percentage level equal to
0.9 are presented in Table 5.2. As can be seen, the periodic features are more than suitable
for detecting cryptocurrency miners.

The results of the feature importance investigation for the trained model are shown in
Figure 5.13. The Clear periodic behavior features are one of the least important, but they
cause a low false-positive rate, as found out in the previous thesis author’s paper [A.4]. The
most important features are more suited for Seasonal periodic behavior, which indicates
that recognition between benign and cryptomining periodic communication is between
Seasonal periodic behaviors.

For deployment into networks for real-time detection, it is crucial to choose a proper
time interval for Flow time series sampling and to set the proper settings of the SST test.

5https://github.com/koumajos/EnhancedDeCrypto
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Table 5.2: Summary of best results with settings Significance level equal to 0.1 and Per-
centage level equal to 0.9.

Time interval Accuracy Precision Recall F1-score

24 h 93.63 83.49 74.19 78.57
12 h 93.31 87.82 69.27 77.45
6 h 93.37 90.01 74.87 81.74
4 h 94.19 92.24 78.88 85.04
2 h 94.34 93.44 80.46 86.47
1 h 94.86 94.21 84.39 89.03

30 m 95.13 96.11 87.45 91.57
15 m 95.19 95.43 89.21 92.21
10 m 94.92 95.16 88.88 91.91

Figure 5.13: Feature importance
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Figure 5.14: The graph contains results of the ML pipeline for each dataset that was run
100 times to obtain significant statistical results. Therefore, the presented results are the
mean of the classification metric with standard deviation. On the graph, the dependency
between ML results, the time window of creation time series, and the settings for periodicity
detection can be seen.

However, the best achieved results, presented in Table 5.2, can not be used for selecting a
proper time interval because most of them achieved similar results. Moreover, the results
can be strongly influenced by variation caused by the randomness that naturally occurs
in splitting, training, and tuning of ML models [10]. Therefore, the classification pipeline
for each time interval was evaluated 100 times. The results of this experiment enabled the
selection of the correct time interval for deployment. The resulting mean and standard
deviation of each classification metric, for each time interval and SST setting, is shown in
Figure 5.14.

The experiments show that most of the best results are caused by variation, as the
mean values of each classification metric do not achieve the same or nearly the same value.
However, the mean and standard deviation helped to select the time interval equal to 30 m,
Significance level equal to 0.1 and Percentage level equal to 0.9. This setting occurs with
the best average results and the smallest standard deviation; thus, the results are robust.
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5.7 Detection of Botnet’s C&C Communication

In the thesis author’s paper [A.6], the enhanced approach is evaluated on the botnet’s C&C
communication detection task. C&C is the communication channel usually established for
malicious activities through backdoors or remote shells. The C&C allows attackers to
maintain persistent access to compromised systems, issue commands, and exfiltrate data.
Detection of C&C communication in network traffic has become essential for maintain-
ing the security of enterprises [148]. Most recent threats, including Advanced Persistent
Threat (APT) [156], employ some form of C&C. APT groups consistently employ C&C
techniques to maintain persistent access to compromised systems, exfiltrate data, and
coordinate further malicious activities [150]. Analysis of documented APT groups in the
MITRE ATT&CK framework6 reveals that all such groups rely on at least one C&C mech-
anism, ranging from standard protocols (e.g., Hypertext Transfer Protocol (HTTP), Hy-
pertext Transfer Protocol Secure (HTTPS), DNS) to more covert channels such as custom
encrypted tunnels or legitimate services like cloud storage and social media platforms [136].

Detecting botnet activity on individual devices using antivirus or Endpoint Detection
and Response (EDR) systems is not feasible in environments where direct access to end-
point devices is not possible. This challenge is prevalent among ISPs, organizations man-
aging large-scale networks, and operators of public WiFi infrastructures. Nevertheless,
botnet detection in network traffic is challenging due to the high adoption of encryption
to increase the privacy of users on the Internet [177].

Relying solely on blacklists of known C&C server IP addresses is inadequate, as botnets
frequently alter their infrastructure within days [233]. Therefore, the adoption of ML is
a viable option in both packet-based and flow-based detection [238]. In the packet-based
detection, multiple approaches were evaluated, for example, a small set of packet-level
features with an explainable gradient-boosted tree model [12], and a semi-supervised One-
Class Support Vector Machines (SVM) trained on packet-header features [124], and aggre-
gated packet time series per 1s interval with a K-Nearest Neighbors (k-NN) model [100].
In the flow-based detection, multiple features and models were adopted, for example, time-
series statistics and XGBoost model [A.2], graph-based features with self-organizing map
model [47], transfer learning approach by clustering of tabular features [107], multi-modal
features with random forest model [185], and sequence of packet lengths with deep learning
models [255].

However, more resilient botnets, particularly those leveraging advanced architectures [171],
further complicate detection efforts. Despite sophisticated evasion techniques, such as en-
cryption, protocol obfuscation, and random padding, the periodic nature of botnet com-
munication remains a detectable trait [21,76,274]. Therefore, the thesis author’s approach
focuses on identifying periodic communication patterns, a fundamental characteristic of
botnet activity.

6https://attack.mitre.org/
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Datasets

The detection approach based on the periodic nature of botnet communications was evalu-
ated using two datasets. The first is the widely recognized CTU-13 dataset [72], which has
become a standard benchmark in botnet detection research due to its extensive collection
of real-world network traffic with labelled botnet activities. Despite its widespread use,
CTU-13 is over a decade old, and its relevance to current cybersecurity threats is lim-
ited. Over the years, botnet architectures, C&C techniques, and evasion strategies have
evolved significantly [238], making the dataset less representative of modern botnet be-
haviors. Additionally, most scenarios in CTU-13 have a short time length, which restricts
their suitability for evaluating multi-flow detection methods to uncover persistent C&C
communication.

To overcome these limitations, a novel dataset, CESNET-CC25, is introduced, specifi-
cally designed to reflect contemporary botnet C&C traffic patterns. CESNET-CC25 offers
a richer and more representative set of real-world threats, capturing modern behaviours
such as decentralized architectures and encrypted communication channels. This enables
more accurate and robust evaluation of detection methods under realistic and current
conditions. To promote reproducibility and encourage further research in this domain,
CESNET-CC25 is publicly available via the Zenodo platform [A.23,A.24,A.25].

Capturing Process of CESNET-CC25 Dataset

Capturing and distinguishing botnet communications in real-world network environments
poses a significant challenge, as C&C traffic typically constitutes only a negligible fraction
of the total network flow. Nevertheless, capturing realistic benign traffic in a controlled
laboratory setting is equally problematic, as such environments cannot faithfully replicate
the diversity and scale of real-world communication patterns. To address these limitations,
two distinct traffic capture architectures were designed and deployed, enabling the collec-
tion of authentic C&C traffic from active botnets and representative benign traffic from
operational networks.

The first architecture is dedicated to capturing botnet C&C communication, as illus-
trated in Figure 5.15a. In this setup, botnet binaries were executed within isolated virtual
machines. Upon activation, most botnets immediately initiated communication with their
respective C&C servers. This traffic was intercepted at the router level using port mir-
roring and recorded with tcpdump on a dedicated monitoring probe. Continuous traffic
supervision ensured timely intervention, and all malicious activities were promptly identi-
fied and blocked. For instance, the Gafgyt botnet typically initiates attack traffic within
seconds of execution.

The second architecture was designed to collect benign traffic from the CESNET3 net-
work, as depicted in Figure 5.15b. This infrastructure, deployed within a live ISP network,
enabled us to obtain real-world benign communication patterns. Such an approach pro-
vides a more authentic representation of legitimate traffic than synthetically generated
traffic in laboratory settings, which often fails to capture the complexity and variability of
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Figure 5.15: Capturing process of the CESNET-CC25 dataset

real network behaviour. Importantly, it also addresses the standard limitation of existing
malware communication datasets, which often include laboratory-created benign traffic.

Content of CESNET-CC25 Dataset

The CESNET-CC25 dataset contains traffic from 32 distinct botnet binaries representing
five different botnet families that were among the most prevalent at the time of writing.
Each capture, along with associated traffic statistics, is summarized in Table 5.3. The
raw botnet communication traffic is provided in PCAP format and publicly available on
Zenodo [A.23] for detailed analysis.

Furthermore, the CESNET-CC25 dataset is available in two formats—IP flows ex-
tracted by the ipfixprobe exporter, available on Zenodo [A.24], and time series features
distilled for the purpose of the periodicity detection approach7, available on Zenodo [A.25],
both in CSV format.

Analysis of CESNET-CC25 Dataset

The dataset consists of IP flows representing both benign and botnet communications, as
previously described. These IP flows serve as the fundamental layer upon which time series
features are subsequently extracted, and the detection method is built.

To support reproducible evaluation, the dataset is already split chronologically into
training and testing subsets, following an approximate 70:30 ratio of time. Detailed statis-
tics on the number of flows in each split are presented in Table 5.4.

7https://github.com/koumajos/EnhancedDeCrypto
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Table 5.3: Botnet captures inside CESNET-CC25 dataset

No. Family Dur. [h] C&C packets C&C IP flows

1 Gafgyt 138.21 33 793 8 290
2 Mirai 24.71 92 346 22 263
3 Mirai 25.43 10 767 1 954
4 Mirai 25.23 6 256 1 532
5 Mirai 25.07 10 527 1 879
6 Kaiji 167.01 145 787 3 635
7 Mirai 20.43 121 308 17 464
8 Mirai 20.17 116 199 16 609
9 Miori 8.60 19 889 4 938
10 Hailbot 54.57 16 024 3 946
11 Gafgyt 3.12 3 462 975
12 Mirai 1.98 548 126
13 Hailbot 22.02 4 300 1 056
14 Hailbot 35.25 6 851 1 663
15 Mirai 47.32 50 138 583
16 Gafgyt 10.39 21 368 125
17 Hailbot 70.02 10 858 2 540
18 Mirai 111.44 28 078 6 970
19 Mirai 68.98 14 695 3 412
20 Gafgyt 15.41 3 738 928
21 Mirai 22.49 77 691 18 918
22 Gafgyt 42.94 10 640 2 610
23 Gafgyt 4.05 987 245
24 Mirai 150.22 36 415 9 040
25 Xorbot 43.39 156 215 2 646
26 Gafgyt 14.51 9 892 2 826
27 Hailbot 2.03 338 94
28 Gafgyt 42.49 53 901 11 089
29 Mirai 103.99 26 103 6 291
30 Gafgyt 1.23 298 75
31 Gafgyt 30.41 7 697 1 825
32 Mirai 27.34 15 634 4 196

Total 1 380.44 996 743 160 743

Table 5.4: Standardized train and test split of IP flows in the dataset.

Traffic Train IP Flows Test IP Flows Total

Benign 132683119 61467627 194150746
Botnet 97120 63623 160 743
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Figure 5.16: Distribution of packet lengths of IP flows of benign and botnet communication.

The majority of botnet flows in the dataset are short, with 95% containing up to 10
packets. These short flows primarily represent repeated establishment of connections with
C&C servers. In contrast, a noticeable spike in longer flows around 40 packets indicates
connections where some data was exchanged, for example, an attack order. Overall, botnet
traffic exhibits relatively uniform patterns across the dataset, whereas benign traffic is
significantly more diverse in its characteristics, as illustrated in Figure 5.16.

When examining individual IP flows and their characteristics, botnet and benign traffic
can often appear indistinguishable due to low variability in their observable features. As
demonstrated by Jeřábek et al. [105], packet sequence metadata—commonly used in traffic
classification—tends to exhibit a high degree of duplication. This observation holds true
in CESNET-CC25 dataset as well. The botnet portion, comprising 160,745 flows, contains
only 2,458 unique packet length and direction sequences. In contrast, the benign traffic is
substantially more diverse, with 54,987,920 unique sequences.

Furthermore, these sequences are from some part shared between botnet and benign
classes, making direct classification based on a single IP flow unreliable. This overlap
further motivates the need for alternative detection strategies, such as the approach based
on Flow time series and periodicity.

Evaluation Methodology

The approach focuses on detecting periodic communication patterns, a core behavioural
trait of many botnets. The overall methodology is illustrated in Figure 5.17. After packet
capture, traffic is aggregated into IP flows as described in earlier sections. For the CTU-13
dataset, the flow representations are already prepared by the original authors.

The IP flows are chronologically divided into training and testing sets using a 70:30
split along the time axis. Subsequently, flows are segmented into fixed-length time win-
dows of duration t—a key hyperparameter of the method. Within each time window, IP
flows are transformed into multiflow time series, each corresponding to a specific Network
dependency.
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Figure 5.17: Methodology of botnet detection using periodicity behaviour in Flow time
series.

To detect periodic behaviour in these time series, the Lomb–Scargle periodogram is
employed along with SST test, using a Significance level of 0.1 and a Percentage level of
0.995. Only the time series deemed periodic by this test are retained for further processing.

Next, feature engineering was performed on the periodic time series to generate a feature
vector comprising 44 statistical metrics. These features provide a rich characterization
of the observed network behaviour and include basic statistical, temporal, spectral, and
periodic features.

These features collectively enable robust characterization of network dependencies. The
CESNET-CC25 dataset already includes these extracted features, which were used directly
as input to a machine learning pipeline. The pipeline outputs a binary decision indicating
whether the periodic time series represents botnet C&C communication or benign activity.

Crucially, there is an assumption that C&C traffic exhibits periodic patterns. Therefore,
any time series with an insufficient number of data points or lacking significant periodicity
is pre-classified as benign before the feature extraction stage.

Experimental evaluation

Multiple datasets of periodic features were constructed by varying the time window length
t ∈ [300, 3600] seconds. For each selected time period, periodic time series were extracted,
and the performance of three machine learning algorithms commonly used for tabular data
was evaluated: k-Nearest Neighbors (k-NN), Random Forest, and XGBoost. All models
are evaluated on both datasets (CTU-13 and CESNET-CC25) across all time periods.
Among the tested algorithms, XGBoost consistently achieved the highest performance on
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(a) Ratio of periodic IP flows in the CTU-13
dataset.
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(b) Ratio of periodic IP flows in the CESNET-
CC25 dataset.
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(c) Results of detection based on periodicity
on the time series features for the CTU-13
dataset.
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(d) Results of detection based on periodicity
on the time series features for the CESNET-
CC25 dataset.
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(e) Results of detection based on periodicity
transferred from the time series features to the
IP flows for the CTU-13 dataset.

5 m 10 m 15 m 20 m 25 m 30 m 35 m 40 m 45 m 50 m 55 m 60 m
Time period

0.0

0.2

0.4

0.6

0.8

1.0

Accuracy
Recall
Precision

(f) Results of detection based on periodicity
transferred from the time series features to the
IP flows for the CESNET-CC25 dataset.

Figure 5.18: Experimental evaluation of detecting C&C communication through periodic
behaviours

the validation set; therefore, the results reported in this paper are based on the performance
of XGBoost on the test set.

The choice of the time window t significantly affects the results. As t increases, the
number of detected periodic time series, as well as the proportion of IP flows contained
within them, increases—this trend is shown in Figure 5.18a and Figure 5.18b. This effect
is especially evident in the long-term CESNET-CC25 dataset, where almost 100% of C&C
flows are captured within periodic time series as the time window grows. In contrast, the
CTU-13 dataset includes multiple short-duration scenarios with a limited number of C&C
samples, leading to many C&C flows being missed in the periodic time series extraction.

This discrepancy directly impacts the classification results presented in Figure 5.18c
and Figure 5.18d. For both datasets, Accuracy and Precision exceed 99.9% across most
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Table 5.5: Comparison of botnet detection methods on the CTU-13 dataset. Accuracy
and F1-score are presented in %.

Related work Used Features Model Accuracy F1-score

Koumar et al. [A.3] NetTiSA flow XGBoost 99.95 99.79
Stergiopoulos et al. [226] Flow-based CART 99.85 99.90
Nugraha et al. [170] Flow-based CNN, LSTM 99.01 99.02
Jiang et al. [107] Heuristic-based Transfer learning – 88.6
Chinta et al. [45] Flow-based Decision Tree 99.9 –
Gunawan et al. [78] Flow-based k-NN 97.2 –
Shamshirband et al. [210] Statistical-based HP-ELM 96.25 –

This approach Flow Periodicity XGBoost 99.99* 74.81*

* The results were obtained for the multiflow approach. Thus, the results were transferred to the
flow by using the flow count in the multiflow time series as a weight.

time periods. However, Recall is significantly affected by the proportion of C&C flows in
the periodic time series. On the CESNET-CC25 dataset, Recall consistently exceeds 90%
for most time windows. Conversely, on CTU-13, Recall often remains below 60% due to
the sparse representation of C&C communication in periodic time series.

The issue becomes more pronounced when the results are translated to the per-flow
level. In this setup, all flows that are not part of a periodic time series are labeled as
benign by default. This leads to a further drop in Recall on the CTU-13 dataset, as
shown in Figure 5.18e and Figure 5.18f. Specifically, an average 25% decrease in Recall is
observed for CTU-13, and even the best-performing configuration fails to reach 60% Recall.
In contrast, CESNET-CC25 does not exhibit such a drop, confirming its robustness and
suitability for periodicity-based detection.

This evaluation demonstrates that periodic C&C behaviour can be effectively detected
in Flow time series. Importantly, when the model classifies a time series as C&C based on
its periodic nature, the confidence is extremely high. The 100% Precision is consistently
achieved across both datasets. This makes the periodic detection approach highly reliable
for confirming the presence of C&C activity, even if it may under-detect sparse or short-
lived attacks. Moreover, this approach addresses the issue that identical flows are shared
between botnet and benign classes, as this phenomenon does not occur at the multiflow
level.

Finally, the results are compared with existing work on the CTU-13 dataset in Table 5.5.
While this method achieves comparable Accuracy, the F1-score is slightly lower, which can
be attributed to the limited recall caused by sparse C&C presence in periodic flows, as
discussed earlier. Nevertheless, this approach uniquely offers 100% Precision on CTU-13,
underscoring its value for high-confidence botnet detection.
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Figure 5.19: Deployment into high-speed ISP network using DP3 platform

5.8 Deployment

The deployment of the periodic detection approach was proposed in the thesis author’s
paper [A.5], where deployment is also addressed for the DeCrypto system. The DeCrypto
is a system for detecting cryptomining at the flow level within the ISP network. In the
thesis author’s paper [A.5] proposed the extension of the DeCrypto by long-term analysis
of Flow time series. Therefore, the deployment of detection based on periodic behaviors
was further addressed.

The Dynamic Profile Processing Platform (DP3 ), available at GitHub8, is used for the
deployment of the periodic detection approach into a high-speed ISP network. The DP3

is an open-source data processing platform for maintaining dynamically changing profiles
of entities (network dependencies in this case) represented by sets of attributes of different
data types, including various types of time series. It enables the application of custom
processing functions over profiles to enrich, correlate, or analyze the data in other ways,
thereby deriving new information or detecting specific events.

The proposed deployment of the periodic detection approach with the DP3 platform is
shown in Figure 5.19. The Create time series module creates Flow time series and, using
a Datapoint sender, it sends them into a DP3 instance, where they are stored in profiles
of corresponding network dependencies. The processing engine of DP3 then runs modules
for the detection of periodic behavior, feature mining, and ML-based classification. The
alerts are in this example sent into the DeCrypto system by calling DP3 API.

5.9 Key Findings and Contributions

This chapter presented research on network threat detection using Flow time series analysis
to identify periodic behaviors and the development of optimized detection pipelines for
high-speed infrastructures. The key findings in this chapter are:

1. Standard flow-based monitoring and existing packet-level extensions, such as SPLT,
are often inadequate for long-term behavioral analysis because critical periodic pat-
terns are lost during aggregation or truncated by flow timeouts.

8https://github.com/CESNET/dp3
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2. Two distinct types of periodic behavior were identified: Clear behavior, characterized
by consistent data volumes over stable time intervals (e.g., botnet heartbeats), and
Sinusoidal behavior, where data volumes fluctuate despite periodic timing (e.g., social
network background synchronization).

3. The Lomb-Scargle periodogram, combined with Scargle’s Significance Test (SST),
provides a robust mathematical framework for detecting these periodicities in un-
evenly sampled Flow time series.

4. An enhanced detection pipeline was developed for high-speed networks, capable of
processing 3 million flows in 5 seconds by utilizing histogram-based constant time
series testing and optimized feature mining.

5. In a multiclass classification task for applications and operating systems, XGBoost
achieved the highest performance with 91% accuracy and a 90% F1-score.

6. Periodic features were shown to be highly effective for cryptomining detection, with
optimized models achieving up to 95.19% accuracy and a 92.21% F1-score across
various time intervals.

7. The analysis of botnet Command-and-Control (C&C) communication revealed that
while sparse or short-lived attacks may be under-detected, the periodicity-based ap-
proach achieves 100% precision across multiple datasets, making it a highly reliable
tool for high-confidence threat detection.

8. The novel dataset CESNET-CC25 for detecting C&C communication in botnets was
proposed.

9. Real-world feasibility was established through the integration of this methodology
into the DP 3 processing platform, enabling deployment within high-speed ISP in-
frastructures for continuous entity profiling and alert generation.

The results in this chapter indicate a significant advancement in monitoring encrypted
and automated network traffic. By applying TSA to multiflow records belonging to the
same generating process, security tools can mitigate the loss of long-term behavioral pat-
terns while maintaining the data volume advantages of flow-based monitoring. The de-
veloped methodologies provide a scalable bridge between traditional telemetry and the
complex requirements of modern threat detection in high-speed environments.
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Chapter 6

Threat Detection using Aggregated
Time Series Analysis

In this chapter, threats are detected using network traffic forecasting and anomaly detection
techniques. For the evaluation of network traffic forecasting, real-world big data datasets
are necessary. However, recent surveys have identified a lack of such datasets as a ma-
jor challenge in this domain. Therefore, the recent thesis author’s paper [A.7] published a
dataset called CESNET TimeSeries24. This dataset was also used for address threat detec-
tion, utilizing traffic forecasting and anomaly detection. The dataset contains Aggregated
time series in which several anomalies can be detected. The anomaly types are described
in depth to get insight into which anomalies occur in real-world networks. Moreover, in
the thesis author’s paper [A.8], a system for detecting such anomalies in network traffic
was proposed. However, detected anomalies can not only be a threat, but also an unusual
activity which is not malicious at all, for example, an unexpected file download or user
activity. It is crucial for Security Operation Centre (SoC) teams to evaluate if an anomaly
is malicious or not. However, this is time and resource-consuming, and many organizations
do not have a SoC team at all. Therefore, in the thesis author’s paper [A.9], the method
for autonomous evaluation of detected anomalies is proposed using Large Language Models
(LLM).

6.1 Motivation

Network traffic monitoring plays a crucial role in network management and overall com-
puter security [59]. Network-based intrusion detection and prevention systems can protect
infrastructure against users’ sloppiness, policy violations, or intentional internal attacks.
The widespread adoption of traffic encryption significantly reduces visibility, making the
maintenance of network security a challenging task.

As a result, gaining insights into encrypted network traffic has become essential, particu-
larly for threat detection. Recent research has focused on detecting security threats through
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the classification of encrypted traffic using machine learning techniques [A.3,4,11,143,181].
Supervised machine learning classification models can detect known attacks captured in
the training dataset or those resembling them (e.g., malware from the same family). How-
ever, in the network traffic monitoring domain, there is a substantial challenge in acquiring
up-to-date threat datasets [77]. Therefore, unsupervised anomaly detection plays a crucial
role in network traffic monitoring [264] as it can detect unknown (zero-day) attacks based
on behavioral changes caused by infection [17].

The unsupervised anomaly detection method assigns anomalous scores to network en-
tity behavior based on patterns and characteristics learned from historical data. One of the
most popular unsupervised anomaly detection algorithms is based on traffic forecasting,
also referred to as network traffic prediction. An anomaly is detected by an algorithm when
the difference between the forecasted value and observation exceeds a defined threshold.
Traffic forecasting is useful for other networking use cases, such as data-driven network
management, resource allocation, and service orchestration.

In recent years, there has been a rapid development in forecasting and anomaly detec-
tion methods, not limited to computer science. Wu et al. [262] attributed this development
to the rise and successful use of neural networks. The recent performance improvement
of forecasting methods for network traffic monitoring remains uncertain due to the ab-
sence of long-term datasets [66]. In their survey, Ferreira et al. [66] describe the lack of
a reference dataset as the crucial obstacle related to performance evaluation. Addition-
ally, real-world datasets used in the evaluation are not publicly available due to privacy
concerns. Therefore, most publicly available datasets have synthetic origins.

Synthetic data does not necessarily represent real-world use. Wu et al. [262] show that
novel anomaly detection and forecasting approaches evaluated on synthetic datasets lead
to the illusion of nonexistent progress. The preferable option is to use up-to-date real-world
data, like the MAWIlab project WIDE [46], which publishes anonymized packet captures
daily. However, the WIDE project provides only brief 15-minute daily packet traces [67],
which is an insufficient time window for effective traffic modeling.

Therefore, the thesis author’s paper [A.7] proposes the CESNET-TimeSeries24 dataset
to address these challenges by including long-term monitoring of selected statistical metrics
for 40 weeks for each IP address on the Internet Service Provider (ISP) network CESNET3.
Moreover, the thesis author’s paper [A.8] proposed a deployable system for anomaly de-
tection was proposed. Detection of anomalies (i.e., outliers, abnormalities) is crucial for
maintaining network security. However, evaluating detected anomalies is not a trivial task
for the Security Operation Centre (SoC) team due to the high number of anomalies that
do not pose a threat (abnormal traffic but not malicious activity). Therefore, in the thesis
author’s papers [A.9], a novel approach is proposed that explains anomalies using Large
Language Models (LLM).
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Figure 6.1: Architecture of dataset collection

6.2 CESNET-TimeSeries24 Dataset

In the thesis author’s paper [A.7], a novel CESNET-TimeSeries dataset was published.
The dataset was obtained from the network traffic of the CESNET3 network—an ISP-like
network providing internet access to public and research institutions in the Czech Republic.
The network spans the entire country and serves approximately half a million users daily.

Data capture

Since ISP networks transfer huge volumes of data, packet-based monitoring systems are
infeasible due to the costs of processing and storage. Therefore, the CESNET3 network
is monitored using a standard IP flow monitoring system located at the perimeter. All
transit lines to the peering partners are equipped with flow-monitoring probes.

The monitoring infrastructure for creating the dataset is detailed in Figure 6.1. Multiple
Network Test Access Point (TAP) are before the edge routers of the CESNET3 network
and mirror the traffic to monitoring probes, which are servers equipped with a high-speed
monitoring card capable of handling 200 Gb/s. The flow exporter ipfixprobe is installed on
the monitoring probe, and it collects the following features: start time, end time, number
of packets, number of bytes, and Time To Live (TTL). None of the collected information
contains application-level information to ensure the privacy of user communications is
not compromised. The collected data are sent using IPFIX [48] protocol and secured
(Transport Layer Security (TLS)) tunnel to the IP flow collector server with IPFIXcol2
(https://github.com/CESNET/ipfixcol2) flow collecting software installed.

Time series aggregation

The flow collector server contains filtration and aggregation modules as depicted in Fig-
ure 6.1. The filtration module removes all transient traffic where neither the source nor
destination addresses belong to CESNET3, and the packets are merely passing through the
network. All single TCP-SYN packet connections, i.e., scans, are also filtered out. Since
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Figure 6.2: This diagram describes the aggregation process for capturing Aggregated time
series from network traffic

the network probes are placed before the edge routers and firewalls, TCP scans make up
the majority of the collected flows. Too many scans would cause significant noise in the
time series and result in possible anomaly detection false negatives. Since simple meth-
ods [32, 225] can detect the scans, scans are excluded from the dataset and filtered out.
The filtration module passes all other flows to the aggregation module.

Evenly spaced time series are created for each IP address by aggregating IP flow records
into datapoints based on a time window. The process diagram for network traffic processing
and aggregation is shown in Figure 6.2. The created datapoints represent the behavior of
IP addresses within a defined 10-minutes time window. The vector of time-series metrics
vip,i describes the IP address ip in the i-th time window. Thus, IP flows for vector vip,i are
captured in time windows starting at ti and ending at ti+1. The aggregator module sends
aggregated datapoints using a secured (TLS) tunnel into the Time Series collector. The
datapoints are stored in TimeScaleDB1. Time series are built by selecting datapoints from
the database.

Datapoints created by the aggregation of IP flows contain the following time-series
metrics:

Simple volumetric metrics: the number of IP flows, packets, and bytes

Unique volumetric metrics: the number of unique destination IP addresses, destina-
tion Autonomous System Numbers (ASNs), and destination transport layer ports

Ratios metrics: the ratio of UDP/TCP packets, UDP/TCP transmitted data size, pack-
ets direction, and bytes direction

Average metrics: the average flow duration, and Time To Live (TTL)

The aggregation of Unique volumetric metrics is memory-intensive since all unique
values must be stored in an array. A server with 41 GB of RAM was used. The server was
enough for 10-minute aggregation on the ISP network.

1https://www.timescale.com
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Anonymization

The capturing process started on 9. October 2023. On 14. July 2024, after 40 weeks,
data capturing ended, and the time series was extracted from the database. As part of
the database framework, a script automatically adds a corresponding institution and an
institution subnet for each IP address. The IP addresses, institution names, or exact
institution subnets were not stored. Instead, randomly assigned numbers were used as
identifiers for IP addresses, institutions, and institution subnets during database creation,
which effectively anonymizes the data. Without access to the mapping table within the
database framework, this step cannot be reversed to reconnect the time series with a
particular IP address, institution, or institutional network.

Data preprocesing

Preprocessing steps included: i) time series filtering, ii)creation of multiple time aggrega-
tion, iii) creation of time series for institutions, iv) creation of time series of institutional
subnets, and v) adding information about weekends and holidays.

Time series filtering: The raw dataset obtained from the database has time series data
for approximately 400,000 IP addresses. However, many of these network entities
showed very low activity—most of the time, they were inactive, leading to largely
empty records in the 10-minute aggregation. To further reduce the dataset size,
unusable time series were removed by filtering out those with more than 99.75% of
their time intervals empty (i.e., containing 100 or fewer non-empty data points). In
comparison, studies focused on forecasting with missing values often consider 50%
missing data as an extreme case [237, 263]. Applied approach, therefore, eliminates
only time series that are effectively unusable for forecasting. This filtering step re-
duced the dataset size to 275,124 IP addresses.

Multiple time aggregation: Datapoints aggregate network traffic into 10-minute in-
tervals. The size of the aggregation interval influences anomaly detection procedures,
mainly the training speed of the detection model. Recognizing 10-minute intervals
can be too short for longitudinal anomaly detection methods. Therefore, one-hour
and one-day aggregation intervals are provided. These intervals were aggregated
from the 10-minute interval using the sum of values. In certain cases, such as with
metrics that contain a number of unique values, a simple summation would result in
information loss. To address this, three additional time-series metrics were provided
for each original one: sum, mean, and standard deviation. Finally, the mean is used
for the remaining time series metrics.

Time series of institutions: The 283 unique institution IDs are exported from the database
to group the IP addresses based on institution. These can provide the overall network
traffic perspective required for the identification of many security events.
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Time series of institutional subnets: Many institutions have multiple networks, or
subnets, for different locations or for different purposes in the organization. Network
administrators often handle security for the overall network and for each subnet. To
accommodate that, the IP addresses were divided into groups based on institution
subnets in the same location using information from the CESNET association. The
548 institution subnets were identified inside the CESNET3 network.

Weekend and holidays: Network traffic is different on weekends and holidays, making
it crucial for forecasting and anomaly detection model training and evaluation. To
support this, the dataset includes weekend dates and dates of public holidays in the
Czech Republic.

6.3 Anomalies in Network Traffic

A large number of anomalies are usually present in the network traffic. These anomalies
can be detected using standard or novel methods. The anomalies were evaluated in the
CESNET-TimeSeries24 dataset to determine which anomaly types are present in the net-
work traffic, and, if applicable, to assess whether the time series metrics are suitable for
anomaly detection.

Network anomaly is an overused term in many works and propagation materials, and
can be understood as an incident that marks malicious traffic. This terminology is in this
domain commonly used in malware traffic detection. This thesis interprets the anomaly
differently and employs a stricter designation: an outlier. An intuitive definition of an
outlier: a data point that deviates significantly from other observed data points, enough to
raise suspicion that it was generated by a different mechanism [85]. The formal definition
of an anomaly as used in this thesis is:

Definition 6.3.1 (Anomaly). A Anomaly (i.e., Outlier, Abnormality) is an observation
xi ∈ X for which it is true:

P (xi) < ϵ (6.1)

where X is a set of observations, P (xi) is the density estimation of observing xi and ϵ
is a threshold.

The point is that the estimation function P (x) and parameter ϵ are unknown; they
heavily depend on the data (i.e., the set of observations X) and the use case.

Anomaly Types in Network Traffic

There are many types of anomalies described in the literature. Many of these anomalies
are present in this dataset. Examples of the anomaly types frequently occurring in the
dataset are shown in Figure 6.3.
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Figure 6.3: Examples of the anomaly types occurring in the Aggregated time series from
network traffic

The first type of anomaly is a Point Anomaly [40], a single data point that significantly
deviates from the rest of the datapoints in the time series. There are two types of point
anomalies:

Definition 6.3.2 (Global anomaly). A data point that deviates significantly from the
overall pattern or distribution of the entire dataset is called an Global anomaly. It is an
extreme value when compared to the rest of the data.

Definition 6.3.3 (Contextual anomaly). A data point that is an outlier within a specific
context or condition but not necessarily when viewed in a different context is called a
Contextual anomaly.

The second type of anomaly is a Collective Anomaly [40], a sequence of datapoints that
is anomalous when considered together, even if individual points might not be. There are
two types of collective anomalies:

Definition 6.3.4 (Seasonal anomaly). A contiguous subsequence of datapoints that is
anomalous compared to the seasonal pattern of the time series is called a Seasonal anomaly.

Definition 6.3.5 (Subsequence anomaly). A contiguous subsequence of datapoints that
is anomalous compared to the rest of the time series is called a Subsequence anomaly.

Definition 6.3.6 (Pattern anomaly). A sequence of datapoints that together form an
unusual pattern that does not conform to known time series patterns is called a Pattern
anomaly.

The third type of anomaly is a Trend Anomaly [26], an unexpected change in the trend
of the time series data, such as a sudden shift from a positive to a negative trend. Similar
data behaviors in data science are referred to as data or content drifts [277], and sometimes,
this anomaly type is called a Drift Anomaly.
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Security Incident Analysis using Anomalies

When analyzing a detected anomaly from the network traffic, it is crucial to explore the
metrics that characterize the anomaly. For example, CESNET experts scrutinized metrics
in detail for the anomaly detected on time series from the CESNET-TimeSeries24 dataset
with IP address ID 1367, as illustrated in Figure 6.4, to identify the event as a Denial of
Service (DoS) attack.

The analysis reveals several key observations. Both the flow and packet counts (metrics
n flows and n packets) increase significantly, yet they rise in parallel, indicating a one-
packet flow characteristic. Despite the increase in flows and packets, the transmitted data
(metric n bytes) does not rise correspondingly, suggesting that the packets involved are
small in size. Furthermore, the number of destination ports (metric n dest ports) remains
steady, dismissing the possibility of a scan. A significant shift in the TCP/UDP ratio
(metric tcp udp ratio bytes) is observed, with almost all the anomalous traffic being UDP,
further supporting the DoS identification.

Additional metrics reinforce this conclusion. The traffic direction (metric dir ratio bytes)
is near zero, indicating nearly all the anomalous traffic is directed toward the monitored IP
address. The average duration of the flows (metric avg duration) is close to zero, consis-
tent with one-packet flows typically seen in DoS attacks. The Time To Live (TTL) values
(metric avg ttl) remain nearly constant during the anomaly, implying that the traffic likely
originates from a single source. Finally, the number of destination IPs (metric n dest ip)
shows a slight decrease, reinforcing the idea of a singular sender and confirming the effec-
tiveness of the DoS attack. These combined metrics clearly point to a DoS event targeting
the monitored IP address.

6.4 Network Traffic Forecasting using SARIMA

The forecasting-based approaches are crucial for threat detection because they can be
employed for anomaly detection. A proper forecasting model can forecast future values,
which can be compared with real observations using confidence intervals to decide if the
observation is an anomaly (i.e., unexpected by the model).

For demonstration, the time series from the CESNET-TimeSeries24 dataset with IP
address ID 103, the number of IP flows, and a one-hour aggregation interval were selected.
The basic Seasonal Autoregressive Integrated Moving Average (SARIMA) is applied to
time series as a forecasting model with the order equal to (1, 1, 1) and seasonal order equal
to (1, 1, 1, 168). This means that each of the three components of the model has the same
weight in the modeling, and the seasonality was set to one week (168 datapoints). The
SARIMA was trained on the monthly data (744 datapoints). In this example, the two
prediction intervals, 7 days and 2 days, are used to demonstrate the difference. The model
was continually retrained after each prediction.

The result of this forecasting demonstration is shown in Figure 6.5. The Figure contains
7-day and 2-day prediction intervals, and the model retraining after 2 days improved the
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Figure 6.4: Analysis of detected anomaly on time series IP address ID 1367 identified as
DoS by CESNET experts

Figure 6.5: Example of using SARIMA model with order (1, 1, 1) and with seasonal order
(1, 1, 1, 168) for forecasting of number of IP flows for the time series of IP address ID 103.

results. The results are compared by using the evaluation metrics Root Mean Square
Error (RMSE), Symmetric Mean Absolute Percentage Error (SMAPE), and Coefficient of
determination (R2 Score). For all evaluation metrics used, a lower value represents better
forecasting performance. The predicted 7-day data achieves an RMSE of 10,951.26, a
SMAPE of 40.66, and an R2 Score of 0.77. Whereas the predicted 2 days of data achieves
10,293.81 RMSE, 40.86 SMAPE, and 0.79 R2 Score. In comparison to the predicted 7-day
forecast, the predicted 2-day forecast RMSE and R2 Score were better, but the SMAPE
was slightly worse.
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6.5 Anomaly Detection System

Anomaly detection in network traffic is crucial for identifying abnormal patterns that
may indicate security breaches, faulty systems, or unexpected behaviors. Methods based
on forecasting often involve predicting future network behavior using historical data and
flagging any significant deviations from these predictions as outliers. Techniques like Au-
toregressive Integrated Moving Average (ARIMA) and Long short-term memory (LSTM)
models are commonly used for this purpose, as they can capture time dependencies in the
data. By comparing actual traffic to forecasted values, these methods can effectively detect
unusual spikes or drops in network activity, signaling potential outliers or threats.

Although these anomaly detection methods exist and have been widely examined in
related works, deploying them is a crucial and challenging task. Therefore, in the thesis
author’s paper [A.8], a novel modular Network Outlier Detection System (NODS) was
proposed. The NODS is built from open-source software and enables the deployment of
outlier detection methods based on the forecasting of network traffic in real-world scenarios.
The NODS was tested on the real-world ISP network CESNET3, where the system was in
the testing phase for several months to ensure stability and reliability of the system.

At the beginning of the network outlier detection system, a set of requirements that
such a system should fulfill was defined based on previous experience and experiments in
the area. The requirements are the following:

1. Architecture design should be modular, supporting model management, training, and
predicting the feature values. Moreover, the system should provide an interface for
running multiple instances of the same or different models with varying hyperparam-
eter settings.

2. Multiple aggregation intervals should be supported since more than one aggregating
interval run in parallel might reveal different anomalies.

3. The system should support different aggregation (time-series) metrics.

4. Several types of aggregation identifiers should be supported, e.g., IP addresses (de-
vices), network prefixes, or IP-to-IP dependence.

5. Resource requirements should be kept minimal as the system is intended to operate
in large ISP networks.

System Architecture

The NODS is composed solely from open-source software listed in Table 6.1. IP flow
exporter Ipfixprobe is used to aggregate network packets into flows and send them to the
flow collector IPFIXcol2. NODS is deployed together with the flow collector, and both of
them utilize the NEMEA framework [38].

The NODS is a set of NEMEA modules written in Python that communicate via the
NEMEA interface. The design of the system is depicted in Figure 6.6. The Aggregator
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Table 6.1: Open source software used in the NODS system.

Name Version GitHub

ipfixprobe 4.11.0 CESNET/ipfixprobe
IPFIXcol2 2.2.1 CESNET/ipfixcol2
NEMEA Framework 0.14.0 CESNET/Nemea-Framework
NEMEA modules 2.20.0 CESNET/Nemea-Modules
NEMEA Supervisor 1.8.2 CESNET/Nemea-Supervisor
TimeScaleDB-14 2.15.0 timescale/timescaledb

module receives flows on the input NEMEA interface and aggregates them based on the
set aggregation interval and identifier. The IP flows are not stored in the memory. The
time series metrics are computed by using intermediate computation.
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Figure 6.6: Design of the NODS architecture.

The datapoint is a set of time series metrics captured between the start and end of
the aggregation interval for the specific identifier. After each aggregation interval, the
Aggregator creates a new thread that inserts created data points into the TimescaleDB
database. The main thread of the Aggregator continues receiving flows and creating new
data points. Moreover, after the new datapoints are inserted into the database, the child
thread of the Aggregator sends an echo with a timestamp of the datapoints to the output
NEMEA interface.

The echo from the Aggregator is received by two NEMEA modules Trainers and Detec-
tors using their input NEMEA interfaces. The Trainers load all enabled outlier detection
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models and their configuration. Then, the training phase for each model occurs. The model
training function usually selects datapoints for each identifier from the database and per-
forms model training. Trained models forecast future datapoints with confidence intervals
stored in the database. The training process is usually time-consuming. Therefore, it is
necessary to choose the appropriate training phase time.

The Detectors receive the echo and run each model detection function. The detection
function selects observed datapoint xi, predicted datapoint pi, and confidence interval ci
for each identifier. The selected values are compared, and if xi < pi−ci or xi > pi+ci, then
the xi is marked as an outlier. All detected outliers are reported via the output NEMEA
interface.

The system supports multiple aggregation interval settings by running an instance of
the previously described combination of modules for each interval (e.g., one for 10 minutes
and another for 1 hour).

The Alert Combiner receives outliers from all aggregation intervals and all models and
combines them into the final output for the SoC team. The outliers are combined per each
identifier into incidents. Moreover, incidents are divided into two categories—critical and
others. The critical incidents are sent as alerts to the SoC team, while others are stored
for potential future analysis.

Anomaly Detection Models

The outlier detection models used in the NODS system are based on statistical analysis
of time series from network traffic. These models depend on two fundamental windows:
training and prediction windows. The training window collects historical data over a
specific period, such as one month, week, etc., which the model uses to learn patterns.
The prediction window then forecasts future behavior based on this learned history, and
the predicted values are compared to actual traffic observations. A threshold is applied to
determine whether a statistical anomaly has occurred.

Moreover, the models must be time and memory sensitive to be deployable into high-
speed ISP networks. Therefore, the NODS contain models that prioritize deployability
over precision.

Mean Outlier Detection

The first of the selected outlier detectors is a model based on the average value of observed
variables; Mean Outlier Detector (MOD). The model is based on the assumption of the
normal distribution; thus, 99.9% of values from a set of values are located within the
interval (µ−5σ, µ+5σ), where µ is the mean of the values and σ is the standard deviation
of the values. Therefore, MOD assumes the absolute validity of this assumption and checks
whether the observed value complies |x− µ| > 5σ.
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Differential Outlier Detector

The Differential Outlier Detector (DOD) monitors the differences between the next values
of the observed variable. It assumes that intermediate values should not change rapidly
unless the change is part of a recurring pattern. If sudden shifts in values are detected,
DOD identifies them as statistical anomalies. This approach makes it effective in detecting
sharp changes that may be unseen by other models focusing on absolute values.

One limitation of DOD is that it can trigger frequent alerts, as the system does not
store past outlier information. This means that when an outlier unexpectedly returns to
normal, it may still be flagged. Although these alerts are not considered false positives,
they can be considered redundant. A key difference between DOD and MOD is that DOD
can catch quick changes, even if the values remain within the normal range, whereas MOD
only detects anomalies if values exceed the threshold. Thus, DOD and MOD work together
within the system.

SARIMA

The ARIMA model is a widely used method for anomaly detection, combining Autoregres-
sive (AR) and Moving Average (MA) components to handle time series. It is useful for
detecting patterns in time series data without seasonal trends [7]. The SARIMA model
extends ARIMA by accounting for seasonality, making it particularly effective for network
traffic, which often exhibits periodic patterns such as lower traffic on weekends [126].

Although SARIMA requires more parameters and can be challenging to configure, it
is a more accurate model for detecting periodic or seasonal phenomena in network traffic.
The major disadvantage of SARIMA is the time-intensive training process, which limits its
deployment across multiple monitored IP addresses. In the NODS, SARIMA is configured
with parameters that account for short-term seasonal behaviors.

Deployment Evaluation

This section provides a demonstration and evaluation of the system deployment in a real
network environment. The NODS was deployed on the CESNET3 network, which connects
major institutions nationwide through optical links, offering transmission speeds ranging
from 1 to 400 Gbps.

The system was set to detect outliers in two parallel aggregation intervals–10 minutes
and 1 hour–utilizing five time-series metrics–the number of flows, packets, bytes, unique
IP addresses, and unique transport layer ports. The system was running in a virtual
environment with 8 CPU, 16 GB RAM memory, and 100 GB drive. The demonstration
and evaluation period presented in this work was one month and focused on anomaly
detection for security purposes in a SoC.
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Detected Outliers

The overall number of outliers detected during the evaluation period is analyzed to gain
an understanding of how the NODS works in real-world deployments. This evolution
of outliers detected per each detection module for all monitored IP addresses and two
aggregation intervals is depicted in Figure 6.7.
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Figure 6.7: The evolution of detected outliers for each model.

The outliers of each model and aggregation interval are analyzed independently by the
system. Over the evaluation period of one month, the models produced, on average, 375
outliers hourly, while MOD was responsible for 185, DOD for 100, and SARIMA for 90.
However, three transients can be noticed in the graph where all models in all intervals
logged significantly more outliers than usual. After the investigation, it was found that
each of the transients is caused by the increase in the number of outliers for IP addresses
from one specific network prefix.

The distribution of detected outliers is evaluated as presented in Figure 6.8. The
Cumulative Distribution Function (CDF) curve shows that only approximately 10 to 15
percent of IP addresses are responsible for almost all detected outliers. A deeper analysis
of detected IP addresses revealed that there are three groups of devices with the highest
number of outliers. The first group is represented by user devices connected to WiFi
endpoints. The second group consists of devices like routers, firewalls, and other core
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Figure 6.8: The relationship between the percentage of IP addresses and the percentage of
detected outliers.

devices, which communicate sporadically. Thus, the time series is full of zero values, which
causes false positives in detection when they start to communicate. The last group is
created by disk and repository servers as their time series network traffic data contains
unexpected file transfers.

More detailed information on the detected outliers is provided in Table 6.2. It can be
seen that most outliers were detected in the number of flows per aggregation interval, and
the least in the number of unique destination IP addresses. Moreover, Table 6.2 also shows
the ratio between outlier and normal data points. The NODS system usually achieves a
very small percentage of detected outliers, which is sufficient for the mathematical definition
of an outlier.

It can be seen that the system provides a high number of detected outliers. However,
the SoC team can not investigate every outlier. Moreover, if the number of outliers to
investigate is large, the SoC team would rather ignore them or filter them out. Therefore,
it is required to provide a ranking for the outliers and filter only the most critical ones that
deserve further investigation.

In reaction to this, the outliers are grouped into so-called incidents. The incident is
one or more outliers detected simultaneously over different aggregation intervals or met-
rics. Additionally, critical incidents were defined as incidents for which all models mark
a timestamp of at least one 10-minute interval in a particular hour, and all models mark
the corresponding hour interval as an outlier. Nevertheless, all models must consider the
timestamp to be an outlier with 100% confidence. The critical incidents are then sent as
alerts to the SoC team, while the rest of the incidents are logged for optional future analy-
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Table 6.2: The number of outliers per time series metric in deployment for 100,000 IP
addresses for one month (31 days). Moreover, in this deployment, NODS deploys the time
series metrics—the number of flows, packets, bytes, unique IPs, and unique ports.

Aggregation interval Time series metric # outliers % datapoints

n flows 281,232 0.063
n packets 89,280 0.020
n bytes 93,744 0.021
n dest ip pub 17,893 0.004

10 min

n dest ports 17,568 0.004

n flows 151,776 0.204
n packets 104,904 0.141
n bytes 98,952 0.133
n dest ip pub 12,648 0.017

1 hour

n dest ports 20,088 0.027

sis. The number of incidents and critical incidents is shown in Figure 6.9. The distributions
show that for most IP addresses, a few incidents were detected. However, there is also an
IP address for which more than 150 incidents were detected. This IP address is assigned
to devices on WiFi; therefore, models cannot do proper prediction because IP addresses
change for devices over time. Moreover, in Figure 6.9, it is shown that the number of
crucial incidents is significantly smaller compared to all detected incidents. Furthermore,
the number of crucial incidents is small enough for the average SoC team to explore.
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Figure 6.9: Comparison of the number of incidents and critical incidents.

6.6 Explainable Anomaly Detection

Network monitoring is a crucial part of any organization’s security strategy. Small organi-
zations often cannot afford dedicated teams that observe network data and spot anomalies
or security incidents. Larger organizations may have specialized teams, but many reported
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incidents often overload these teams, causing alert fatigue [122]. They need to evaluate
each alert, determine which to prioritize, and use extra data sources to classify or rank
them. The described process might be inconsistent, especially if less experienced staff do
not receive clear explanations.

Organizations like ISP face even more challenges. They often have limited information
about traffic coming from other networks, which complicates the reasoning behind why
anomalies occur. Concurrently, the amount of encrypted network traffic is increasing,
and the volume of data passing through networks continues to grow daily. Consequently,
numerous teams rely on time series volumetric data, which quantifies the traffic flow over
time. An anomaly detection system notifies operators when it finds unusual spikes or
drops. Unfortunately, these systems typically provide only superficial alerts, rather than
detailed explanations. Even seasoned analysts may struggle to understand the true cause
of an anomaly by simply examining the data, and too many false positives can lead some
organizations to disable these systems altogether.

Recent research has shown that LLM offer promising ways of enhancing the inter-
pretability and estimating the root causes of the anomalies [42, 252]. By identifying po-
tential root causes, LLMs can assist both junior and senior analysts in determining why
certain traffic patterns occur, thereby helping to classify the incident type, assess its impor-
tance, and inform more efficient responses. Moreover, the LLM can serve as an independent
analyst agent, filtering alerts automatically based on the reasoning result.

Therefore, the thesis author’s paper [A.9] proposes an approach for using LLMs to
explain already detected anomalies in network traffic time series volumetric data. Instead
of relying on LLMs to identify anomalies in time series data, as for example in [140],
an existing Machine Learning (ML)-based anomaly detection framework is used to flag
suspicious events, and then the LLM explains these alerts. This setup reduces the need
for heavy computation because the LLM is only used when an anomaly has already been
identified. In the thesis author’s paper [A.9], a zero-shot method is used, meaning the
LLM relies on its internal, general knowledge without extra training on specific data.

To demonstrate how this works, three different scenarios are presented using time series
from the CESNET-TimeSeries24 dataset. Network alerts originate from a real anomaly
detection system and are ideal for demonstrating how the use of LLM can provide more
informed decisions and deeper insights. Overall, this approach makes anomaly detection
more transparent and actionable for network operators, thereby reducing false positives
and leading to stronger and more efficient cybersecurity practices.

Evaluation Methodology

The focus is on enhancing the explainability of anomaly detection in volumetric network
traffic time series using LLMs. The methodology follows the process illustrated in Fig-
ure 6.10, which consists of multiple stages:

1. Volumetric Network Time Series – Raw network time series data is obtained from
the CESNET-TimeSeries24 dataset [A.7], which already includes preprocessed data
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Figure 6.10: Holistic overview of evaluation methodology of explainable anomaly detection
using LLM.

from a real network.

2. Anomaly Detection – Anomalies are identified using the State of the Art (SOTA)
anomaly detection methods.

3. Expert Annotation – Three human experts in the network operation domain analyze
and agree on the label of detected anomalies to establish ground truth.

4. LLM-based Explainability – The labeled anomalies are fed into an LLM, which
generates explanations and insights.

4. Evaluation & Correlation – The LLM-generated outputs are compared with expert
assessments to evaluate the model’s effectiveness in reasoning about network anoma-
lies.

This structured approach ensures a systematic analysis of the explainability potential
of LLMs when applied to network security tasks. To evaluate the effectiveness of LLMs in
explaining network anomalies, the focus is taken on three distinct cases, each addressing
different aspects of dealing with anomalies. While the core methodology remains consistent
across these cases, the key differences arise from variations in the design of prompts and
the selection of data. By exploring multiple scenarios, the adaptability and reliability of
LLMs were assessed in helping network operators understand network disturbances.

Volumetric Network Time Series Data

The CESNET-TimeSeries24 dataset consists of a rich set of traffic features aggregated
into time series at three different time granularities: 10 minutes, 1 hour, and 1 day. This
work primarily utilizes a 1-hour aggregation interval, as it provides a human-interpretable
representation of network activity while capturing behavioral trends over the entire 40-week
period.

Although the dataset contains numerous real-world incidents, anomalies, and behav-
ioral changes—including certain cyberattacks—it does not yet include predefined labels for
anomalies. The labeling process remains an area for future research. However, this limita-
tion does not prevent the dataset from being used for anomaly detection and explainability.
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Given the extensive nature of the dataset, a subset of 70 detected anomalies of dif-
ferent kinds was selected for demonstration purposes, from which 53 were held out for
evaluation. To enhance model interpretability, additional derived metrics were included,
such as transformations of original metrics, ensuring a more contextual understanding of
anomalous behavior.

Anomaly Annotation

Since the dataset lacks predefined labels, a human-in-the-loop annotation approach was
adopted. Three domain experts specializing in network traffic monitoring manually exam-
ined the detected anomalies to determine their nature. Each outlier was classified as either
a false positive or a legitimate anomaly (e.g., an attack, behavioral shift, or outage).

This manual annotation process closely simulates real-world network operation work-
flows, where human analysts investigate network traffic anomalies to decide whether further
action is necessary. By leveraging their expertise, the annotators considered multiple traffic
metrics to confidently infer the potential causes of incidents. For evaluation, 53 anomalies
were held out, with 30 labeled for further inspection and 23 left as false positives and
unimportant by the experts.

Prompt Tuning

To efficiently guide the LLM in explaining detected anomalies, a prompt tuning phase
was conducted using an initial sample of 10 annotated anomalies. The remaining labeled
anomalies were reserved for final evaluation. The prompt tuning phase involved search-
ing for the optimal way to instruct the deployed general LLM model, using the detected
anomaly context, to respond in a specific format. Instruction tuning was aimed at mini-
mizing token usage while ensuring clear and actionable explanations.

Unlike Liu et al. [140], who inserted time series directly into LLMs for anomaly de-
tection, anomaly timestamps were already predefined. Consequently, prompts focused on
providing contextual information rather than anomaly identification. Each prompt in-
cluded:

◦ Instruction of how the model should behave, how the data was constructed, what
their general meaning is, and how the anomaly detection method worked.

◦ A value in the detected anomaly data point with a mean and standard deviation of
48 hours and 7 days time window before and after the data point, and information
whether an anomaly was detected for the metric. Such data was provided for each
metric.

◦ Time specification of the endpoint (time during the day, date, day of week, and if a
public holiday).
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◦ Expected structure of the prompt response (request to provide: priority of the event,
model confidence of the response, short label, description, and instruction on the
action that should be taken).

The prompt was intentionally created without explicitly providing knowledge of any
thresholds, an explanation of what an anomaly means, or an understanding of what an
anomaly can mean or how serious it can be. The models were evaluated for their zero-shot
internal capability to address this problem.

The effectiveness of different LLMs in explaining anomalies was evaluated against
expert-labeled data. Prompt tuning was conducted using GPT-4o, and the optimized
prompt was subsequently tested across multiple LLMs to assess robustness and generaliz-
ability. The actual prompts and other materials related to this article are publicly available
on GitHub2.

Evaluation

LLM-generated responses were evaluated using OpenAI and Google AI Studio interfaces.
The selected models included GPT-4, GPT-4o, GPT-4o-mini, and Gemini 2.0 Flash Exper-
imental. All prompts were applied in separate, stateless conversations to ensure unbiased
responses, preventing the models from retaining any prior context. The results are based
on the 53 anomalies that were held out for evaluation, with each model questioned only
once with all 53 samples.

The accuracy of the model responses was assessed against human expert annotations.
While human experts determined whether an event required action, the models were in-
structed to assign a priority level on a predefined scale: zero, low, medium, high, and crit-
ical. This priority served as a tunable threshold for decision-making. The action threshold
was set for evaluation purposes at either greater than medium or equal to or greater than
medium, depending on the decision outcome. Since the models were not explicitly trained
on event severity, the priority threshold is proposed as a hyperparameter, allowing for
flexibility in practical deployment.

The standard machine learning metrics were applied to measure the success of model
decisions, specifically, whether an event should be discarded or investigated (human expert
decisions compared to model responses). Since the dataset is imbalanced (some False
Positive alerts were added), the F1-score was chosen as the primary performance metric
alongside precision, which emphasizes false positive predictions. Precision is particularly
important in this context, as reducing false positives is critical to preventing unnecessary
alerts and operator fatigue.

While the decision accuracy of the models was quantitatively evaluated in the first two
demonstration cases using these metrics, the third case—assessing the quality of model-
generated explanations—required a manual review. Each model’s responses were analyzed
to determine their alignment with human expert interpretations, noting key strengths and

2https://github.com/koumajos/explainable anomaly detection using LLM
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Table 6.3: Results of Case 1: LLM as Autonomous Anomaly Analyst Agent

Model F1 Precision Priority

GPT-4 0.81 0.92 > medium
GPT-4o 0.86 0.92 > medium
GPT-4o-mini 0.75 0.81 >= medium
Gemini 2.0 Flash Experimental 0.92 0.93 > medium

limitations in explanation depth and relevance. The results as well as annotations are also
available on GitHub2.

Experimental Evaluation

In this section, three distinct use cases are demonstrated where LLMs assist in anomaly
evaluation, prioritization, and explanation, thus enhancing the utility of anomaly detection
systems in network security.

Case 1: LLM as Autonomous Anomaly Analyst Agent

In this scenario, the LLM acts as an autonomous analyst, evaluating outlier events iden-
tified by anomaly detection models. While anomalies may be statistically significant in a
time-series context, they may not always indicate real network threats. Thus, the LLM is
tasked with distinguishing genuine incidents from benign deviations.

To enable contextual reasoning, the LLM is provided with statistical summaries (mean
and standard deviation) from 48 hours and seven days before and after the detected
anomaly. This enables the model to analyze historical patterns, validate the anomaly’s
significance, and determine whether it represents a false positive or a genuine threat (e.g.,
an attack or network disruption).

As seen in Table 6.3, the evaluated LLMs demonstrated a capability to prioritize net-
work anomalies effectively. The Gemini 2.0 Flash Experimental model produced deci-
sions most aligned with human expert assessments, followed by GPT-4o and GPT-4. The
lightweight GPT-4o-mini exhibited slightly weaker performance, which is expected given
its lower complexity.

Upon closer examination of discrepancies between model outputs and human evalu-
ations, two primary cases of mislabeling compared to the human experts emerged. The
first involved ambiguous scenarios where the significance of an event was subjective, often
dependent on specific prompt phrasing (e.g., a model assigning medium priority, but could
be higher priority and vice versa). The second involved differences in priority assignment,
where all models correctly identified an anomaly but assigned varying levels of urgency.
Notably, GPT-4o-mini tended to assign slightly lower priority compared to the others.

Overall, even the lightweight GPT-4o-mini provided competent results, demonstrating
that LLMs can act as effective anomaly analysts even in a zero-shot setting.
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Table 6.4: Results of Case 2: LLM as Autonomous Anomaly Alerter Agent

Model F1 Precision Priority

GPT-4 0.92 0.88 >= medium
GPT-4o 0.89 0.96 > medium
GPT-4o-mini 0.81 0.83 >= medium
Gemini 2.0 Flash Experimental 0.93 0.96 > medium

Case 2: LLM as Autonomous Anomaly Alerter Agent

In this use case, the LLM functions as a direct decision-maker, superseding the network
operator by determining which detected anomalies warrant further investigation. Unlike
the previous case, the model is only given context from 48 hours and seven days preceding
the event (mean and standard deviation), simulating real-time anomaly detection without
access to future observations. This setup assesses the LLM’s ability to efficiently filter out
false positives.

Table 6.4 highlights that all evaluated models effectively filtered false positives, even
without post-event context. The Gemini 2.0 Flash Experimental model once again exhib-
ited the highest agreement with human experts, followed closely by GPT-4 and GPT-4o.
While GPT-4o-mini displayed slightly lower precision, it remained a viable candidate for
real-time filtering.

Interestingly, the absence of post-event context did not significantly degrade model per-
formance. In some cases, models benefited from reduced cognitive overload, allowing them
to focus on essential signals. Misprioritization primarily occurred at decision boundaries,
reinforcing the need for a calibrated threshold for operational deployment. The results in-
dicate that LLMs can autonomously assist in real-time alert triaging, reducing the burden
on human analysts.

Case 3: LLM as a Human Analyst Companion

Beyond autonomous decision-making, LLMs can also serve as on-demand assistants, help-
ing analysts interpret and contextualize network anomalies. This scenario evaluates the
models’ ability to provide accurate and actionable explanations for detected anomalies,
aiding less experienced operators.

Manual analysis of model-generated explanations revealed that:

◦ GPT-4 provided mostly accurate attack identifications but occasionally underesti-
mated the severity of certain incidents.

◦ GPT-4o produced the most detailed and actionable explanations, closely matching
human expert assessments.

◦ Gemini 2.0 Flash Experimental also performed well, aligning closely with GPT-4o in
explaining anomalous network behavior.
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◦ GPT-4o-mini, while capable of describing network patterns, struggled with deeper
insights and concrete attack attributions.

When post-event context was included, models did not consistently improve. In fact,
GPT-4 shifted towards a more conservative stance, reducing its confidence in attack classi-
fications. GPT-4o also exhibited slight conservatism but maintained strong recommenda-
tions for operator intervention. Conversely, Gemini 2.0 Flash Experimental refined certain
explanations to better match human assessments.

Overall, the LLMs demonstrated their capability to autonomously generate meaningful
anomaly descriptions, making them valuable companions for network security teams.

Discussion of LLM Usability

The experiments demonstrate that LLMs can be highly effective for analyzing network
anomalies, even without prior training on specific network traffic events. The models were
able to work with detected anomalies data, provide meaningful explanations, and help
prioritize alerts, which can significantly assist network operators.

An interesting observation is that different models assigned different levels of priority
to the same anomalies. This means that while a model was consistent in how it classified
anomalies, its decisions sometimes differed from those of other models. This is similar to
how human experts do not always agree on the severity of a network event. Because of this,
it was suggested that the priority level assigned by an LLM should be used as an adjustable
setting. Depending on their security needs, organizations could decide how sensitive they
want the model to be when prioritizing alerts.

The results were evaluated both automatically and manually by human experts, with
only a limited portion of events from the dataset analyzed due to the demanding nature
of manual review. The models’ outputs were compared to prior event labels to assess
their alignment with human judgment, acknowledging that some degree of subjectivity
and experience-based bias may be present.

Overall, the results indicate that all tested models performed well, with some differences
in how they evaluated network anomalies. The Gemini 2.0 Flash Experimental and GPT-
4o models were the most reliable in both explaining anomalies and assigning appropriate
priority levels. The smaller GPT-4o-mini model, while still useful, was less effective in
detecting security-related patterns and often provided only general descriptions of network
activity, rather than detailed security insights.

This confirms that LLMs can be a valuable extension for network anomaly detection,
offering promising improvements in explainability and alert prioritization, but there is still
room for enhancement. Future work could focus on fine-tuning domain-specific models
for cybersecurity tasks to boost accuracy and reliability, while also optimizing prompt
engineering techniques and evaluating various LLM architectures. Another important di-
rection is to explore open-source models and assess whether they can deliver comparable
performance with greater transparency and flexibility. Additionally, integrating more con-
textual data sources—such as network topology, threat intelligence feeds, and historical
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attack patterns—could further refine explanation and prioritization capabilities. Finally,
deploying these models in different real-world settings, where human analysts interact with
them, would provide deeper insights into their practical strengths and limitations.

6.7 Key Findings and Contributions

This chapter presents research on network threat detection using Aggregated time series
from network traffic. Threats are detected using deployable and explainable anomaly
detection. The key findings in this chapter are:

◦ In the network traffic monitoring domain, there is a lack of a reference dataset as a
crucial obstacle to the evaluation of novel forecasting and anomaly detection methods.

◦ The novel, unique real-world dataset of aggregated time series called CESNET Time-
Series24 was published to address this crucial obstacle in the evaluation of forecasting
and anomaly detection.

◦ In network traffic, several types of anomalies were identified, which could be beneficial
to detect for both management and security reasons.

◦ A system for anomaly detection using several forecasting-based methods was pro-
posed and deployed in the ISP network.

◦ Forecasting-based models for anomaly detection typically generate numerous False
positives during the initial phase and on sparse time series. Therefore, sending out
each detection anomaly will result in spamming the SoC team. Nevertheless, the
SoC team would disable the detection or filtering of incidents. Therefore, the system
alerts only to critical incidents, and the rest of the incidents are logged in the system
for possible further evaluation if needed.

◦ The anomaly detection system shows multiple outliers that can represent various
types of anomalies occurring on the network. While experienced users of such a
system can quickly identify the type of issue, regular users may struggle. The system
might benefit from automatic explanation and categorization of different types of
anomalies.

◦ The LLM was successfully used for the explanation of detected anomalies. The LLM
was evaluated on real-world data in multiple case studies to find all possibilities in
using LLM for anomaly detection in network traffic.

◦ The approach demonstrates LLMs potential in False positive reduction, autonomous
decision-making, and improved explainability for network analysts.

The results in this chapter indicate a significant advancement in monitoring encrypted
and automated network traffic. By applying Time Series Analysis (TSA) to Aggregated
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time series, security experts can investigate the abnormalities occurring in network traffic.
The LLM demonstrates the potential in False positive reduction, autonomous decision-
making, and improved explainability for network analysts. The developed methods offer a
novel approach to modern threat detection in high-speed environments.
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Chapter 7

Conclusions

Visibility into network traffic for security reasons is limited due to the widespread adoption
of encryption. Therefore, detecting security threats has become increasingly challenging
in recent years. It is crucial to identify suitable algorithms and mathematical methods for
detecting security threats in high-speed network traffic using side-channel analysis. Time
Series Analysis (TSA) is crucial for modeling network traffic and detection of security
threats, because time series are a natural representation of network traffic.

7.1 Summary

This dissertation thesis shows significant usability of TSA in detecting security threats
in network traffic. The time series serves as a side channel of encryption, which can be
leveraged using TSA in combination with Machine Learning (ML) or Deep Learning (DL).
This dissertation thesis analysed multiple time series types that are possible to create from
network traffic. Moreover, all proposed time series types were successfully utilized for
detecting security threats in network traffic using novel methods proposed in the thesis
author’s publications. Furthermore, all proposed methods also focus on deployability into
real-world high-speed networks.

In this dissertation thesis, Single flow time series were defined, which were successfully
used for network traffic classification and detection of security threats. The novel approach
mines time-series-based features from Single flow time series. The feature set is universally
applicable to numerous tasks in the network traffic classification domain and matches State
of the Art (SOTA) accuracy.

Moreover, the Flow time series were proposed with a creation process based on Network
dependencies. The periodicities in network traffic are clearly visible and detectable in Flow
time series. A novel method for detecting periodicity in network traffic was proposed,
accompanied by a set of features that describe the behavior of periodicity. The feature
set was successfully utilized for classifying applications, services, and operating systems,
as well as detecting cryptominers and Command and Control (C&C) of botnets.
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Furthermore, the Aggregated time series were utilized for threat detection using an
anomaly detection. The novel, unique, real-world dataset CESNET TimeSeries24 was
published to the scientific community. The system for anomaly detection was proposed
and evaluated in a real-world Internet Service Provider (ISP) network. Detected anomalies
were further explained by proposing a novel approach using Large Language Models (LLM).

All methods proposed in this thesis were successfully published by the thesis author
and his colleagues. The thesis author’s publications were presented and discussed within
the scientific community. Together, the results were presented at five conferences and in
two journals (both Q1 journals, according to SCImago). Alongside the papers, datasets
were also published addressing open-science and enabling further research for the scientific
community (9 datasets on Zenodo and one on GitHub). Moreover, alongside the papers,
source codes of experience were also published, addressing open-science and reproducible
research.

7.2 Contributions of the Dissertation Thesis

1. A universal TSA feature set was shown to outperform or achieve the same per-
formance as related works in most binary and multiclass classification tasks in the
domain of network traffic classification. The method was successfully applied to these
tasks: classification and detection of Botnets, Cryptomining, DNS malware, DoH,
DoS, HTTPS Brute Force, Intrusion detection, IoT malware, TOR, and VPN.

2. The deployable flow extension called NetTiSA was proposed, which is a reduced
universal TSA feature set with similar performance.

3. A novel approach for utilizing Flow time series and their periodic behavior was
proposed by using the Lomb-Scargle periodogram. The approach is applicable for
multiple case studies, including:

a) multiclass classification of applications, services, and operating systems achieved
the highest performance with 91% Accuracy and a 90% F1-score

b) cryptomining detection achieving up to 95.19% Accuracy and a 92.21% F1-score

c) botnet C&C communication achieves 100% Precision across multiple datasets,
making it a highly reliable tool for high-confidence threat detection

4. The novel dataset CESNET-CC25 for detecting C&C communication in botnets was
proposed.

5. The novel, unique real-world dataset of Aggregated time series called CESNET Time-
Series24 was published to address this crucial obstacle in the evaluation of forecasting
and anomaly detection.

6. A system for anomaly detection using several forecasting-based methods applied on
Aggregated time series was proposed and deployed in the ISP network.
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7. The LLM was successfully utilized for explaining detected anomalies in real-world
data across multiple case studies, exploring all possibilities for using LLMs for ex-
plainable anomaly detection in network traffic.

7.3 Future Work

While this dissertation thesis establishes a rigorous network time series analysis, several
emerging paths can be further investigated to address the evolving landscape of network
security. The thesis author suggests the following research directions, which lie beyond the
current scope:

◦ Future research should investigate the integration of advanced DL architectures—
such as Transformers or Temporal Convolutional Networks—specifically for forecasting-
based anomaly detection. By modeling complex non-linear dependencies in network
traffic, these models could improve the sensitivity of outlier detection in highly dy-
namic environments.

◦ There is a critical need for the creation of standardized, high-quality benchmarks
for network forecasting and outlier detection. Establishing such benchmarks would
facilitate objective comparisons between disparate methodologies and ensure that
performance metrics are evaluated against consistent ground-truth scenarios.

◦ To enhance scientific transparency, future efforts should focus on developing open-
source tools and platforms designed for the reproducible evaluation of network exper-
iments. Such tools would streamline the validation of results across different research
groups and hardware environments.

◦ The deployment of localized, privacy-preserving LLMs offers a promising direction for
translating complex statistical anomalies into human-understandable explanations.
Research on explainable traffic analysis could bridge the gap between automated
detection systems and human security analysts.

◦ Parallel to the deployment of LLMs, a standardized benchmark must be established to
evaluate the accuracy, fidelity, and safety of LLM-generated explanations concerning
security threats and anomalous traffic patterns.

◦ Future work should explore the synergy between time-series-based methods and other
analytical paradigms, such as graph-based analysis or semantic payload inspection.
Information fusion techniques can provide a more comprehensive view of network
state, thereby reducing false-positive rates in complex attack scenarios.

◦ The applicability of Large Foundation Models (pre-trained on vast quantities of cross-
domain data) should be evaluated for zero-shot or few-shot network traffic classifi-
cation tasks. Assessing their generalizability to domain-specific protocols remains a
significant and open challenge.
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